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Operationalizing Sirtfi

This presentation iterates and integrates the following concepts:
u Sirtfi – What is it?

u Practical Considerations
u Process-based Approach
u Potential Scenarios requiring Sirtfi

u Practice and Learning Opportunities

TLP:CLEAR 



u Security Incident Response Trust Framework for Federated 
Identity (Sirtfi)

u Enables federation members to coordinate cybersecurity 
incident response

u Builds information security trust between federation members

u Sirtfi (v1) is part of InCommon Baseline Expectations (not yet 
Sirtfi2)

REFEDS Sirtfi – What is it?

https://refeds.org/sirtfi

TLP:CLEAR 



Guide for Federation Participants
https://wiki.refeds.org/display/SIRTFI/Guide+for+Federation+Participants

TLP:CLEAR 

• Self Assessment
16 Normative Assertions

• Add Security Contact Details

• Agree to use Traffic Light Protocol

• Assert Sirtfi Compliance (to your federation)



Trust Questions for Self Reflection

u If you reach out to my security point of contact and share a firewall log 
marked “TLP RED”, can you trust that my team knows we can’t share 
that even with my other team members?

u If I have a user account who accesses your systems, and that account 
becomes compromised ... can you trust my security team knows how to 
look up your security team’s contact info in the federation metadata, 
and reach out to let you know?

u Am I comfortable trying to figure out the Sirtfi expectations on the fly 
during a real world incident … or can you trust whether I incorporated 
the expectations into my procedures, and have practiced them?

TLP:CLEAR 



Light Towers: Process 
and Procedures

u When is Sirtfi ”activated”?
u Who is prompted to activate it?

u Two perspectives: internally 
initiated and externally initiated

u Modify your procedures



Normative Assertions– Operational Security

Managing access to 
information resources, 
maintaining their availability 
and integrity, and 
maintaining confidentiality 
of sensitive information

TLP:CLEAR 

These likely (hopefully) exist even before considering Sirtfi or Federation



Normative Assertions– Incident Response

*

* Added requirement for Sirtfi2

Incident response 
interactions with other 
organizations participating 
in the Sirtfi trust framework

TLP:CLEAR 

By definition, these assertions do not exist before considering Sirtfi or Federation.
These require some work (hold on to this idea; we’ll revisit).



Normative Assertions – Traceability
Able to answer the basic questions "who, what, where, and when" 
concerning a security incident requires retaining relevant system generated 
logs, including accurate timestamps and identifiers of system components 
and actors, for a period of time

TLP:CLEAR 

These likely (hopefully) exist even before considering Sirtfi
based on already being in the Federation.



Normative Assertions – Participant Responsibilities

All participants (IdPs and SPs) in the federations rely on each others 
users practicing knowing what is expected as authorized, appropriate 
and responsible network behavior

TLP:CLEAR 

These likely (hopefully) exist even before considering Sirtfi or Federation



Self-Evaluation of Normative Assertions

u Review all normative assertions and assess yes/no
u Note:

u “How thoroughly each asserted capability should be implemented […], is not 
specified. 

u Care should be focused on […] elements that directly handle federated transactions; 

u however, the investment in mitigating a risk should be commensurate with the 
degree of its potential [risk], and this determination can only be made within each 
organisation.” (https://refeds.org/sirtfi)

u If any “no”, must not assert Sirtfi
u Compliance with this self-assessment is self-asserted (trust 

federation)

TLP:CLEAR 



Publishing the Security Contact

u How Integrated are your IAM and Security Teams?

u Even if you publish a dedicated security contact for Federation, that only “solves” incoming requests. 
What about internal security incidents handled by your “normal” Security Team?

u Will your security team be responsive to your IAM team if the IAM team is the published security contact?

https://wiki.refeds.org/display/SIRTFI/Choosing+a+Sirtfi+Contact



Traffic Light Protocol (TLP)

u Traffic Light Protocol (TLP) is a way of marking 
information so others know if and how wide they can 
share it.
u TLP:RED = Not for disclosure, restricted to participants only

u TLP:AMBER  = Limited disclosure, restricted to participants’ 
organizations.

u TLP:GREEN = Limited disclosure, restricted to the community.

u TLP:CLEAR or TLP:WHITE = Disclosure is not limited.

https://www.cisa.gov/tlp

This Photo by Unknown Author is licensed under CC BY-NC
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https://freepngimg.com/png/17198-traffic-light-png-hd
https://creativecommons.org/licenses/by-nc/3.0/


Who’s “answering the phone?” 
Is my security team trained on TLP?

TLP:CLEAR 

Note: In a trust federation, ensuring your own teams know how to HONOR this is 
as, or more, important as knowing how to mark your own information.



Requires an Organizational
Culture/Procedures Change

u Build ”federation mindedness” in your Security Response Team
(i.e., who is answering the published security contact mail?)
u Do this by updating checklists, SOPs, and practicing!

u Build “security mindedness” in your IAM team

u How integrated are your IAM and Security Teams?

TLP:CLEAR 



Process and 
Procedures
u When is Sirtfi ”activated”?
u Who is prompted to activate it?

u Do they know how to look up security 
contacts based on IdP logs and using the 
REFEDS Metadata Explorer Tool?

u Two perspectives: 
u Initiator – Security Team which uncovers a 

security incident
u Receiver – Security Contact notified by 

external team
u Build, document and train on updates to your 

procedures



Resource: eduGain Security 
Incident Response Handbook

Linked from https://wiki.refeds.org/display/SIRTFI/Guide+for+Federation+Participants TLP:CLEAR 

https://wiki.refeds.org/display/SIRTFI/Guide+for+Federation+Participants


Resource: 
Sirtfi WG’s Incident Response Templates
https://wiki.refeds.org/display/SIRTFI

• Not “mandatory”
• Available to use/supplement local procedures

TLP:CLEAR 



Resource: 
REFEDS Metadata Explorer Tool (MET)
https://wiki.refeds.org/display/SIRTFI                              and               https://met.refeds.org 

https://wiki.refeds.org/display/SIRTFI
https://met.refeds.org/


Resource:  InCommon Community Organizations
https://incommon.org/community-organizations/ 

TLP:CLEAR 



Federation Security Contact

TLP:CLEAR 



Potential Scenarios

u Institutional server purposed as spam server from user accounts with federated access

u Phished user account discovered

u Compromised account used to scrape research library and publish to underground server

u Nation-state actor seeking national research

u A number of users’ credentials compromised at a MitM attack at a conference

u Attacker uses compromised account to impersonate university leadership in attempt to deceive faculty 
at another university

u Insider threat

u User notified by an identity monitoring service that their credentials were found on the dark web

Every instance of a compromised account should prompt security team to ask:
“Does this account access the federation?”

TLP:CLEAR 



Internal Documentation Components

u Topics to consider in local Sirtfi procedures:
u Roles/Responsibilities

u What is required to achieve/maintain Sirtfi
u How to look up security contacts using the REFEDS MET tool

u Responding to a request for help from a Sirtfi partner

u Initiating a request for help to a Sirtfi partner
u TLP reference readily accessible

u Security Incident Response Plan (SIRP) checklist
u Add prompts to investigated if own accounts accessed SPs in the 

federation, if so, activate Sirtfi SOP

TLP:CLEAR 



What NIAID International Team Did

u Wrote Standard Operating Procedure (SOP) on Sirtfi
u What initiates the Sirtfi procedures
u Engaging leadership prior to information sharing
u Guidance on TLPs

u Created training session on SOP
u Modified existing Security Incident Response Plan checklist trigger on 

any activity involving federated users à directs use of the SOP
u Added required step in checklist to ascertain where federated user 

account has accessed (in order to accomplish Sirtfi notifications)
u Incorporated “Sirtfi” into internal security incident response plan tests 

and training
u Trained on using the REFEDS MET tool to look up security contacts

TLP:CLEAR 



Practical Recap

u Review all normative assertions and assess yes/no.  If any “no”, cannot assert 
Sirtfi

u Institutionalize Incident Response normative assertions
u Update security incident response checklists or playbooks to identify or respond to Sirtfi 

events
u Train security incident response team understands and knows how to honor TLP 

markings from other organizations
u Update internal procedures to ensure your organization’s interests are protected by 

using appropriate TLP markings when coordinating with external organizations
u Train security incident response team on how to find security contact POC information 

during a security incident

u Publish security POC in metadata to the federation
u Publish the Sirtfi assertion

u Practice

TLP:CLEAR 



InCommon CyberSecurity Cooperation Exercises
2022 Participants

CA Poly State 
University-San 
Luis Obispo

North Dakota State 
University

Rice 
University

University of 
Illinois
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InCommon Cybersecurity 
Cooperation Exercises

u Federation focused
u Opportunity to practice “Sirtfi procedures”

u Participating Security Teams get to practice:
u Narrated (simulated) scenario involving multi-organization security 

incident due to federated account compromises

u Responding to exercise players from other organizations, reaching out 
through the published security contact

u Looking up security contacts to affected organizations

u Exposure to TLPs

TLP:CLEAR 



2023 Exercise schedule – Nov 13-17

Mon 13 Nov
(non play 
day)

Tue 14 Nov Wed 15 Nov Thu 16 Nov Fri 17 Nov
(non play 
day)

Orientation 
Zoom call: 
ALL participants

EX day 1
ECC Open
STARTEX
.
.
ECC Closed  

EX day 2
ECC Open  
.
.
.
ECC Closed  

EX day 3
ECC Open  
.
.
ENDEX

Closing Zoom 
call to share 
observations: 
ALL participants 
welcome

• Most organizations have action/response in a single day à limited burden
• They won’t know which day they’d get an inject à exercises responsiveness
• Three days allotted for time differences and to allow that we’re not expecting after-hours 

actions à limited burden
• If an organization takes too long to respond such that it jeopardizes others’ participation later 

in the week, ECC ”narrates the story” forward if required à ensures all can play

TLP: CLEAR



Sirtfi Exercise Planning Working Group (SEPWG)
2023 Enhancements

u Incorporated feedback from 2022:
u This ”How to Sirtfi” training

u Open Survey to Community this Summer (closed)
u Created practice script for 2024 SEPWG to add a traditional tabletop (in 

person or virtual) exercise for federation members

u 2023 November 13-17’s Distributed TTX – evolving scenario narrative, 
including InCommon’s federation-level security contact

u Call for Participation is live until 29 Sep:
u Sign up at: https://forms.gle/aX5P3z3eNG55r4Fy5

TLP:CLEAR 

https://forms.gle/aX5P3z3eNG55r4Fy5


Scenario Story Board Variant 2
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Takeaways

u Think about procedures and checklists “behind 
the scenes” in order to realize Sirtfi, and 
practice internally

u If your security team doesn’t normally deal with 
IAM and federation, seek to increase their 
“federation mindedness” through awareness 
and training

u If your IAM team isn’t routinely integrated with 
security, seek to increase their “security 
mindedness” through inclusion in internal 
security training



2024 SEPWG

u 2024’s Sirtfi Exercise Planning Working Group (SEPWG)
u Benefits:

u Your organization gets priority for participation

u Learn exercise planning and conducting skills to take back to your own 
organization

u Visibility and engagement with the community

u The warm glow of contributing to community trust and preparedness



CYBERSECURITY 
COOPERATION

V I R T U A L  E X E R C I S E

Questions or concerns, please 
feel free to contact Kyle Lewis 
at klewis@researchdata.us 

THIS FALL|
 NOVEMBER 13-17The purpose of this virtual desktop exercise is 

to practice using the Sirtfi framework to 
coordinate responses to a scripted scenario. 
Any Sirtfi-compliant organization (InCommon 
member or not) is welcome to join this exercise. 

The total time commitment during the exercise 
week will be no more than an estimated four 
hours, including the time spent in the Monday 
orientation and Friday wrap up and slices of 
time participating in the scenario during the 
week.

SCAN THE QR CODE BELOW IF 
YOU WOULD LIKE TO 
PARTICIPATE. COMPLETE OUR 
EXPRESSION OF INTEREST FORM 
BY FRIDAY, SEPTEMBER 29, 2023

https://forms.gle/aX5P3z3eNG55r4Fy5

https://forms.gle/aX5P3z3eNG55r4Fy5


Resources
u Sirtfi: https://refeds.org/sirtfi
u TLP: https://www.cisa.gov/tlp
u InCommon Security Incident Response Handbook

https://spaces.at.internet2.edu/display/TI/TI.100.2
u Sirtfi’s Guide for Federation Participants

https://wiki.refeds.org/display/SIRTFI/Guide+for+Federation+Participants
u How to Choose a Security Contact

https://wiki.refeds.org/display/SIRTFI/Choosing+a+Sirtfi+Contact
u Sirtfi “What do you want for learning scenarios?”

https://forms.gle/ceaKNm4oTnC3DhA98
u Sirtfi Incident Response email templates (look for IR on bottom left menu)

https://wiki.refeds.org/display/SIRTFI
u 2023 Nov InCommon’s Cybersecurity Cooperation Tabletop Exercise

Sign up at: https://forms.gle/aX5P3z3eNG55r4Fy5

TLP:CLEAR 

https://refeds.org/sirtfi
https://www.cisa.gov/tlp
https://spaces.at.internet2.edu/display/TI/TI.100.2
https://wiki.refeds.org/display/SIRTFI/Guide+for+Federation+Participants
https://wiki.refeds.org/display/SIRTFI/Choosing+a+Sirtfi+Contact
https://forms.gle/ceaKNm4oTnC3DhA98
https://wiki.refeds.org/display/SIRTFI
https://forms.gle/aX5P3z3eNG55r4Fy5

