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# python.org
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& python’ . S

About Downloads Documentation Community Success Stories News Events
n Functions Defined
The core of extensible programming s defining functions.

Python allows mandatory and cptional arguments, keyword
arguments, and even arbitrary argument lists. More about

defining functions in Python 3

Python is a programming language that lets you work quickly
and integrate systems more effectively. 2> Learn More

<% Download

Python source code and installers

(O Get Started

Whether you're new to
programmingor an experienced are available for download for all
developer, it's easy to lezrn and use versions!

Python. .
Latest: Python 3.11.5

Start with cur Beginner’s Guide

s Latest News

The Python Software Foundation has been authorized ky the CVE
2023-08-29
Program as a CVE Numbering Authority (CNA)

Docs
Documen:atior for Python's
standard library, zlong with tutorials

and guides, are available online.

docs.python.org

Upcoming Events

2023 09 02 FyConTW 2023

= Jobs

Looking for work or have a Python
related position that you're trying to
hire for? Our relaunched
community-run job board is the

place to go.

jobs.python.org

https://www.python.org/
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All releases
Download for macOS

Source code g functions.

Python 3.115 nents, keyword

Windows £ ERYe. |
Not the CS you are looking for? Python can be used on p- More about

macO5S many operating systems and environments.
View the full list of downloads.
Other Platforms

License

Alternative Implementations

Python is a programming language that lets you work quickly
and integrate systems more effectively. 2> Learn More

(O Get Started <% Download Docs = Jobs

Whether you're new to Python source code and installers Documen:atior for Python's Looking for work or have a Python
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Install Python - Windows

» Python 3.11.5 (64-bit) Setup

Install Python 3.11.5 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now
C:\Users\frank\AppData\Local\Programs\Python\Python311

Includes IDLE, pip and documentation
Creates shortcuts and file asseciations

—> Customize installation
Choose location and features

python
wind SR

Use admin privileges when installing py.exe




Install Python - Windows

» Python 3.11.5 (64-bit) Setup

Install Python 3.11.5 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now
C:\Users\frank\AppData\Local\Programs\Python\Python311

Includes IDLE, pip and documentation
Creates shortcuts and file asscciations

—> Customize installation
Choose location and features

python

f-"»r

windows

Use admin privileges when installing py.exe
Add python.exe to PATH




Install Python - Windows

% Python 3.11.5 (64-bit) Setup

Optional Features

Documentation

Installs the Python documentation files.
pip

Installs pip, which can download and install other Python packages.
tcl/tk and IDLE

Installs tkinter and the IDLE development environment.

Python test suite

Installs the standard library test suite.

py launche for all users (requires admin privileges)

Installs the global 'py’ launcher to make it easier to start Python.

python

for

windows

Cancel




Install Python - Windows

User Account Control

Do you want to allow this app to make
changes to your device?

g;i Built: Release v3.11.5 20230824.01

Verified publisher: Python Software Foundation
File origin: Hard drive on this computer

Show more details
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& Python 3.11.5 (64-bit) Setup

Setup Progress

Installing:
Python 3.11.5 Standard Library (64-bit)

pgthfon

windows
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% Python 3.11.5 (64-bit) Setup

Setup was successful

New to Python? Start with the online tutorial and
documentation. At your terminal, type "py" to launch Python,
or search for Python in your Start menu.

See what's new in this release, or find more info about using
Python on Windows.

% Disable path length limit
Changes your machine configuration to allow programs, including Python, to
bypass the 260 character "MAX_PATH" limitation.

python

for

windows
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Python.org Windows Installer i

C:\Users\<user>\AppData\Local\Programs\Python\Python311\

Python modules (e.§.,
located in

C:\Users\<user>\AppData\Local\Programs\Python\Python311\
Lib\site-packages\
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Option #2: Microsoft Store

Simply

1. open the Microsoft Store and se
or

&. open PowerShell/Command
python to bring up the St

=)

|

(



Install Python - Windows

Microsoft Store Search apps, games, movies, and more

a
GW\J Screenshots

Home

~
Eﬁ Command Promgt - pythonl

e Edt Shs

Python 3

(AMDE4) ]

Type "he

Python 3.11

Python Software Foundation

356

Ratings

Description

Python is an easy to learn, powerful programming language. It has efficient high-level data structures and a
simple but effective approach to object-oriented programming. Python's elegant syntax and dynamic
typing, together with its interpreted nature, make it an ideal language for scripting and rapid application
development in many areas on most platforms.

The Python 3.11 interpreter and runtime

Revelopes.taols The Python interpreter and the extensive standard library are freely available in source or binary form for all

major platforms from the Python web site, https://www.python.org/, and may be freely distributed. The
same site also contains distributions of and pointers to many free third party Python modules, programs
and tools, and additional documentation.

Show more

1% Ratings and reviews

Library

- E 5 % G
Q ==1:1:1 EVERYONE i% @
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Microsoft Store installs Python i

C:\Users\<user>\AppData\Local\Microsoft\WindowsApps\

Python modules (e.g., S
located in

C:\Users\<user>\AppData\Local\Packages\
PythonSoftwareFoundation.Python.3.11_..\LocalCache\
local-packages\Python311l\site—packages\
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Option #3: Chocolatey @%pw%

The Package Manager for Windows

https://chocolatey.org/

Simply open PowerShell as an ac
(i.e., “Run as Administrator”) &

choco install python
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Administrator: Windows PowerShell

1 packages installed.
PS C:\Users\frank> dir /

Directory: C:\

Mode LastWriteTime Length Name

d----- 5/6/2022 106:24 PM PerflLogs

d-r--- 9/2/2023 3:43 PM Program Files
d-r--- 5/6/2022 11:10 PM Program Files (x86)
d-r--- 3/23/2023 3:30 PM Users

fle==== 9/2/2023 3:52 PM Windows

PS C:\Users\frank>|choco install python
Chocolatey v2.2.2

Installing the following packages:

python
By installing, you accept licenses for the packages.
Progress: Downloading chocolatey-compatibility.extension 1.0.0... 100%

chocolatey-compatibility.extension v1.0.0 [Approved]

chocolatey-compatibility.extension package files install completed. Performing other installation steps.
Installed/updated chocolatey-compatibility extensions.

The install of chocolatey-compatibility.extension was successful.
Software installed to 'C:\ProgramData\chocolatey\extensions\chocolatey-compatibility’

Progress: Downloading chocolatey-core.extension 1.4.0... 100%

chocolatey-core.extension v1.4.0 [Approved]

chocolatey-core.extension package files install completed. Performing other installation steps.
Installed/updated chocolatey-core extensions.
The install of chocolatey-core.extension was successful.
Software installed to 'C:\ProgramData\chocolatey\extensions\chocolatey-core’

Progress: Downloading chocolatey-windowsupdate.extension 1.08.5... 100%

chocolatey-windowsupdate.extension v1.8.5 [Approved]

chocolatey-windowsupdate.extension package files install completed. Performing other installation steps.
Installed/updated chocolatey-windowsupdate extensions.
The install of chocolatey-windowsupdate.extension was successful.
Software installed to 'C:\ProgramData\chocolatey\extensions\chocolatey-windowsupdate’

Progress: Downloading KB2919442 1.0.20160915... 100%

KB2919442 v1.0.20160915 [Approved]
KB2919442 package files install completed. Performing other installation steps.
The package KB2919442 wants to run 'ChocolateyInstall.psi’.

Note: If you don't run this script, the installation will fail.

Note: To confirm automatically next time, use '-y' or consider:

choco feature enable -n allowGlobalConfirmation

Do you want to run the script?([Y]es/[A]ll - yes to all/[N]o/[P]rint):

A
THE UNIVERSITY
I of NORTH CAROLINA
i of CHAPEL HILL
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Administrator: Windows PowerShell

Progress: Downloading vcredist2015 14.0.24215.20170201... 100%

vcredist2015 v14.0.24215.20170201 [Approved]

vcredist2015 package files install completed. Performing other installation steps.
The install of vcredist2015 was successful.
Software installed to 'C:\ProgramData\chocolatey\lib\vcredist2015"

Progress: Downloading python311 3.11.5... 100%

python311 v3.11.5 [Approved]
python311 package files install completed. Performing other installation steps.
Installing 64-bit python311...
python311 has been installed.
Added C:\ProgramData\chocolatey\bin\python3.11.exe shim pointed to 'c:\python311\python.exe".
Python installed to: 'C:\Python311®
Restricting write permissions to Administrators
python311 can be automatically uninstalled.

The install of python311l was successful.
Software installed as ‘exe’, install location is likely default.
Progress: Downloading python3 3.11.5... 100%

python3 v3.11.5 [Approved]
python3 package files install completed. Performing other installation steps.
The install of python3 was successful.
Software installed to 'C:\ProgramData\chocolatey\lib\python3"’
Progress: Downloading python 3.11.5... 100%

python v3.11.5 [Approved]
python package files install completed. Performing other installation steps.
The install of python was successful.

Software installed to 'C:\ProgramData\chocolatey\lib\python"’

Chocolatey installed 13/13 packages.
See the log for details (C:\ProgramData\chocolatey\logs\chocolatey.log).

Installed:
- chocolatey-compatibility.extension v1.0.0
- chocolatey-core.extension v1.4.0
- chocolatey-windowsupdate.extension v1.0.5
- KB2919355 v1.0.20160915
- KB2919442 v1.0.20160915
- KB2999226 v1.0.20181019
- KB3©33929 v1.0.5
- KB3©35131 v1.0.3
- python v3.11.5
- python3 v3.11.5
- python311 v3.11.5
- vcredist140 v14.36.32532
- vcredist2015 v14.0.24215.20170201

PS C:\Users\frank>

|

THE UNIVERSITY
I of NORTH CAROLINA
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Microsoft Store installs Pytho

C:\Python311\

Python modules (e.8.
located in

C:\Python311\Lib\site-packages\
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nstall Python - macOS

w Install Python

Welcome to the Python Installer

This package will install Python 3.11.5 for macOS 10.9 or later.

® Introduction
Python for macOS consists of the Python programming language
interpreter and its batteries-included standard library to allow easy
access to macOS features. It also includes the Python integrated
development environment, IDLE. You can also use the included pip to
download and install third-party packages from the Python Package
Index.

At the end of this install, click on Tnstall Certificates toinstalla
set of current SSL root certificates.

Continue




nstall Python - macOS

w Install Python

Important Information

This package will install Python 3.11.5 for macOS 10.9 or later for the
Introduction following architecture(s): armé4, x86_64.

Certificate verification and OpenSSL

This package includes its own private copy of OpenSSL 3.0. The
trust certificates in system and user keychains managed by the
Keychain Access application and the security command line utility are
not used as defaults by the Python ==1 module. A sample command
scriptis included in /Applications/Python 3.11 toinstall a
curated bundle of default root certificates from the third-party
certifi package (https:/pypi.org/project/certifi/). Double-click on
Install Certificatestorunit.

The bundled pip has its own default certificate store for verifying
download connections.

Install Options

You can control some aspects of what is installed by this package. To
see the options, click on the Customize button in the
Installation Type step of the macOS installer app. Click on a

nanksama nama in tha lint ahasam ta cnan mara infarmatinn alaa it thaat

Print... Save... Go Back Continue




nstall Python - macOS

« Install Python

Software License Agreement

HISTORY AND LICENSE

HISTORY OF THE SOFTWARE

Introduction

Python was created in the early 1990s by Guido van Rossum at
Stichting Mathematisch Centrum (CWI, see https://www.cwi.nl) in the
Netherlands as a successor of a language called ABC. Guido remains
Python's principal author, aithough it includes many contributions from
others.

In 1995, Guido continued his work on Python at the Corporation for
National Research Initiatives (CNRI, see https://www.cnri.reston.va.us)
in Reston, Virginia where he released several versions of the software.

In May 2000, Guido and the Python core development team moved to
BeOpen.com to form the BeOpen PythonLabs team. In October of the
same year, the PythonLabs team moved to Digital Creations (now
Zope Corporation, see https://www.zope.dev). In 2001, the Python
Software Foundation (PSF, see https://www.python.org/psf/) was
formed, a non-profit organization created specifically to own Python-
related Intellectual Property. Zope Corporation is a sponsoring
member of the PSF.

Print... Go Back Continue
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« Install Python

Software License Agreement

HISTORY AND LICENSE

introduction

Read Me

® Lic

™ HISTORY OF THE SOFTWARE

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree :

Zope Corporation, see hitps://www.zope.dev). In 2001, the Python
Software Foundation (PSF, see htips://www.python.org/psf/) was
formed, a non-profit organization created specifically to own Python-

related Intellectual Property. Zope Corporation is a sponsoring
member of the PSF.

Print... Continue
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w Install Python

Standard Install on "mac0OS"

Introduction This will take 170.9 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “macOS".

Go Back Install
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« Install Python

Custom Install on "macOS"

Package Name Action Size

Introduction

‘ Install 106.2 MB
Read Me GUI Applications Install 629 KB

License I UNIX command-line tools Install 6 KB

Python Documentation Install 64.1MB
Shell profile updater Install Zero KB
Install or upgrade pip Install Zero KB

4 on Selec

Space Required: 170.9 MB Remaining: 28.33 GB

Standard Install Go Back Install
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Introduction amputer.

Installer ion of this software

Installer is trying to install new software.

Enter your password to allow this.

Frank

}

Install Software

Cancel

Customize Go Back
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« Install Python

Installing Python

Introduction

Running package scripts...

Install time remaining: Less than a minute
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B. @ Python 3.11

@) Recents

A Applications _ SHELL RTE a B2 RTE

(=] Desktop Install License.rtf Python Python Launcher ReadMe.rtf

[3 Documents Certific...ommand Docume...ion.html

(¥) Downloads

Locations SHELL

< iCloud Drive Update Shell
_ Profile.command
# Network

1ags
® Red
® Orange

Yellow

® Green
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w Install Python

The installation was completed successfully.

_ Congratulations! Python 3.11.5 for macOS 10.9 or later
Introduction was successfully installed.

One more thing: to verify the identity of secure network
connections, this Python needs a set of SSL root certificates. You
can download and install a current curated set from the Certifi
project by double-clicking on the Install Certificates iconin

the Finder window. See the ReadMe file for more information.
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Install Python - mac

The installation was completed successfully.

Congratulations! Python 3.11.5 for macOS 10.9 or later
int ‘i"*'—“?“'i‘_" was successfully installed.

BCure network
License L root certificates. You
- | i set from
i . ' L Certificates icon in
nstallation Type e r more information.

[:{e';llif‘.a.!_i}jll‘a bele@t-{ J ‘

Instaliatior Do you want to move the

Summeary “Python” Installer to the Trash?

To keep this package in its current
location, click Keep.

HIL]
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Python.org macOS Installer ins

/Library/Frameworks/Python. framework/Versions/3.11/

Python modules (e.g., S
located in

/Library/Frameworks/Python.framework/Versions/3.11/lib/
python3.11/site—-packages/
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Install Python - macOS
S

dagp
Option #2: Homebrew 'i]

The Missing Package Manager for macOS (o

https://brew.sh/

Simply having Homebrew installed pr
version of Pythond (it comes with t
Line Tools that Homebrew installs
the latest. To update to the curr
open Terminal and enter

brew install python
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® 00 bin — ruby « ruby -W1 --disable=gems, rubyopt Jusrflocal/Homebrew/Library/Homebrew/brew.rb install python — 122x46

ﬁfrank@Franks -Mac bin %fbrew install python

=> Downloadxng https: . : g1/ formula.jws.json
ﬁ# Q- #
==> Downloading https://formulae.brew.sh/api/cask.jws.json

==> Fetching dependencies for python@3.11: mpdecimal, ca-certificates, openssl@®3, readline, sglite and xz

==> Fetching mpdecimal

==> Downloading https://ghcr.io/v2/homebrew/core/mpdecimal/manifests/2.5.1

R R R R R ER RRERBRERBRBRRBRERRB R BB R R B R R R B R BB BB BB BB BB R BB BB BREREEREREE 100.0%
==> Downloading https://ghcr.io/v2/homebrew/core/mpdecimal/blobs/sha256:91f795d74747bf8723022ac813f3f81d71fefb77
B R R R R R R R B B BB BB BB R B R BB R BB B AR B R BB BB AR RRRERRREREARE 100.0%
==> Fetching ca-certificates

==> Downloading https://ghcr.io/v2/homebrew/core/ca-certificates/manifests/2023-08-22

B R R R R R BB BB BB BB BB BB BB BB B R B R BB BB BB BB BB R R B REREEREREE 100.0%
==> Downloading https://ghcr.io/v2/homebrew/core/ca-certificates/blobs/sha256:a331e92e7a759571296581f029%9e5cc2ec?
BRE R B R BRERRERBBRERBBRBRRBRERRBRERRBRERRBRERRBRBRR R BB R R R R AR AR R REREEREREE 100.0%
==> Fetching openssl(@3

==> Downloading https://ghcr.io/v2/homebrew/core/openssl/3/manifests/3.1.2-1

BB R R R R R R R BB BB R B R R B R R B R R BR R AR BB RERRBRERARREREE 100.0%
==> Downloading https://ghcr.io/v2/homebrew/core/openssl/3/blobs/sha256:2bea791e9eacc59e0a9099065f3229afaf2b68a9
R R R R R ERBRRERBBRERBBRERBRERRBRERRB R BB R B R BB R R BB R BB R BB BB R BB B REREEREREE 100.0%
==> Fetching readline

==> Downloading https://ghcr.io/v2/homebrew/core/readline/manifests/8.2.1

BB R R R R R B R R BR ERRERBRERBBRERRBRERRBRERRB R BB B R BB R BB B R BB REREEREREE 100.0%
==> Downloading https://ghcr.io/v2/homebrew/core/readline/blobs/sha256:abe9d3f3eec3ba2339860faab6a978b9909194c65¢C
R R R R R R R B R ERBRBRBRERRBRERRB R BB B R BB B R BB B R BB E R BB R BB B R BB BB BREREEREREE 100.0%
==> Fetching sqglite

==> Downloading https://ghcr.io/v2/homebrew/core/sqlite/manifests/3.43.0_1

BB R R R E R RRERBRERBRERRBRERRBRERRB R BB E R BB B R B R BRER BB R BB R R BB BB EREEREREE 100.0%
==> Downloading https://ghcr.io/v2/homebrew/core/sqlite/blobs/sha256:273c47¢c1769f04c5f5ff3ac5cb9b4d6éac8b29284029
B R R R R BB BB BB BB R BB R R R B R BB R B R B R BB R BB B R BB BRER BB R EEREREE 100.0%
==> Fetching xz

==> Downloading https://ghcr.io/v2/homebrew/core/xz/manifests/5.4.4

BB R R R R R R BB BB BB BB BB BB BB B R BB BRER BB BB BB R BREREEREREE 100.0%
==> Downloading https://ghcr.io/v2/homebrew/core/xz/blobs/sha256:4c25f68798c0b4c9b869e78Ffdfbd9cd7f8f723c51ea56dé
BRE R R R R B RERERRERBBRBRRBRERRBRERRBRERRBR BB R BB R R R R R R AR BB AR R RERAEREREE 100.0%
==> Fetching python®3.11

==> Downloading https://ghcr.io/v2/homebrew/core/python/3.11/manifests/3.11.5

B R R BB R B R BB BB BB BB BB BB R BB BB R BB BR BB B R R EREREE 100.0%
==> Downloading https://ghcr.io/v2/homebrew/core/python/3.11/blobs/sha256:c87f0729bff2c3abOcb3a66f7187ff0c621eed
R R R R R ERBBRERBBRERBBRERRBRERRBRERRBR BB R BB R R R R R R AR BB RERRBRERERREREE 100.0%
==> Installing dependencies for python@3.11: mpdecimal, ca-certificates, openssl@3, readline, sqglite and xz

==> Installing python@3.11 dependency: mpdecimal

==> Pouring mpdecimal--2.5.1.ventura.bottle.tar.gz

v /usr/local/Cellar/mpdecimal/2.5.1: 71 files, 2MB

==> Installing python@3.11 dependency: ca-certificates
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| NN = bin — -zsh — 122x46

pip3 install <package>
They will install into the site-package directory
Jfusr/local/lib/python3.11/site-packages

tkinter is no longer included with this formula, but it is available separately:
brew install python-tk@3.11

gdbm (“'dbm.gnu”) is no longer included in this formula, but it is available separately:
brew install python-gdbm@3.11
“dbm.ndbm” changed database backends in Homebrew Python 3.11.
If you need to read a database from a previous Homebrew Python created via “dbm.ndbm’,
you'll need to read your database using the older version of Homebrew Python and convert to another format.
“dbm” still defaults to “dbm.gnu’ when it is installed.

For more information about Homebrew and Python, see: https://docs.brew.sh/Homebrew-and-Python
==> Summary
Iv  /fusr/local/Cellar/python@3.11/3.11.5: 3,287 files, 61MB
==> Running “brew cleanup python@3.117...
Disable this behaviour by setting HOMEBREW_NO_INSTALL_CLEANUP.
Hide these hints with HOMEBREW_NO_ENV_HINTS (see "man brew’).
> Caveats
==> python@3.11
Python has been installed as
/usr/local/bin/python3

Unversioned symlinks “python’, “python-config’, “pip’ etc. pointing to
"python3’, “python3-config’, “pip3° etc., respectively, have been installed into
Jusr/local/opt/python@3.11/1libexec/bin

You can install Python packages with
pip3 install <package>

They will install into the site-package directory
Jusr/local/lib/python3.11/site-packages

tkinter is no longer included with this formula, but it is available separately:
brew install python-tk@3.11

gdbm (“dbm.gnu’) is no longer included in this formula, but it is available separately:
brew install python-gdbm@3.11
“dbm.ndbm” changed database backends in Homebrew Python 3.11.
If you need to read a database from a previous Homebrew Python created via “dbm.ndbm’,
you'll need to read your database using the older version of Homebrew Python and convert to another format.
“dbm” still defaults to “dbm.gnu’ when it is installed.

For more information about Homebrew and Python, see: https://docs.brew.sh/Homebrew-and-Python
frank@Franks-Mac bin % J
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Homebrew macOS Installer ins

/usr/local/bin/

Python modules (e.§., ¢
located in

/usr/local/lib/python3.11/site—-packages/
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Option #3: MacPorts Ma

An open-source community initiative to
easy-to-use system for compiling, inste
upgrading either command-line, X1
open-source software on the Mac o

https://www.macports.org/
To install Python, simply ope

sudo port install python31ll py31ll-pip



Install Python - macOS

[ NN ) frank — tclsh8.6 « sudo — 142x46

Last login: Sun Sep St a3 i
[frank@Franks-Mac ~ @ sudo port install python311l py311l-pip
[Password:
———> Computing dependencies for python3ll
The following dependencies will be installed:
bzip2
expat
gettext-runtime
libedit
libffi
libiconv
ncurses
openssl
openssl3
python3_select
python_select
sqlite3
Xz
z1lib
Continue? [Y/n]:
—-—-> Fetching archive for bzip2
Warning: Your DNS servers incorrectly claim to know the address of nonexistent hosts. This may cause checksum mismatches for some ports. See t
his page for more information: <https://trac.macports.org/wiki/MisbehavingServers>
-——> Attempting to fetch bzip2-1.0.8_0.darwin_22.x86_64.thz2 from https://packages.macports.org/bzip2
——-> Attempting to fetch bzip2-1.0.8_0.darwin_22.x86_64.tbz2.rmd160 from https://packages.macports.org/bzip2
——-> Installing bzip2 @1.0.8_0
——-> Activating bzip2 @1.0.8_8
———> Cleaning bzip2
—-—-> Fetching archive for expat
——-> Attempting to fetch expat-2.5.0_0.darwin_22.x86_64.tbz2 from https://packages.macports.org/expat
———> Attempting to fetch expat-2.5.0_0.darwin_22.x86_64.tbz2.rmd168 from https://packages.macports.org/expat
——-> Installing expat @2.5.0_0
———> Activating expat @2.5.0_8
——-> Cleaning expat
——-> Fetching archive for libiconv
-——> Attempting to fetch libiconv-1.17_8.darwin_22.x86_64.tbz2 from https://packages.macports.org/libiconv
—-—-> Attempting to fetch libiconv-1.17_8@.darwin_22.x86_64.tbz2.rmd1608 from https://packages.macports.org/libiconv
——-> Installing libiconv @1.17_0
———> Activating libiconv @1.17_0
———> Cleaning libiconv
——-> Fetching archive for gettext-runtime
———> Attempting to fetch gettext-runtime-0.21.1_0.darwin_22.x86_64.tbz2 from https://packages.macports.org/gettext—-runtime
——-> Attempting to fetch gettext-runtime-0.21.1_0.darwin_22.x86_64.tbz2.rmd160 from https://packages.macports.org/gettext-runtime
Installing gettext-runtime ©0.21.1_0
Activating gettext-runtime ©0.21.1_0
Cleaning gettext-runtime




Install Python - macOS
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———> Activating xz ®5.4.4_0
———> Cleaning xz
——-> Fetching archive for python311l
———> Attempting to fetch python311-3.11.5_@+lto+optimizations.darwin_22.x86_64.tbz2 from https://packages.macports.org/python3ll
—-——> Attempting to fetch python311-3.11.5_0+lto+optimizations.darwin_22.x86_64.tbz2.rmd160 from https://packages.macports.org/python31l
———> Installing python31l @3.11.5_0+lto+optimizations
———> Activating python311l @3.11.5_8+lto+optimizations
——-> Cleaning python311
———> Computing dependencies for py3ll-pip
The following dependencies will be installed:
pip_select
py3ll-setuptools
Continue? [Y/n]:
———> Fetching archive for pip_select
———> Attempting to fetch pip_select-8.1_3.darwin_22.noarch.tbz2 from https://packages.macports.org/pip_select
———> Attempting to fetch pip_select-0.1_3.darwin_22.noarch.tbz2.rmd168 from https://packages.macports.org/pip_select
———> Installing pip_select @0.1_3
———> Activating pip_select ©0.1_3
———> Cleaning pip_select
——-> Fetching archive for py3ll-setuptools
———> Attempting to fetch py3ll-setuptools-68.1.2_0.darwin_any.noarch.tbz2 from https://packages.macports.org/py3ll-setuptools
———> Attempting to fetch py3ll-setuptools-68.1.2_0.darwin_any.noarch.tbz2.rmd16@ from https://packages.macports.org/py3ll-setuptools
———> Installing py3ll-setuptools (@68.1.2_0
———> Activating py3ll-setuptools (68.1.2_8
——-> Cleaning py3ll-setuptools
———> Fetching archive for py31ll-pip
———> Attempting to fetch py311-pip-23.2.1_0.darwin_any.noarch.tbz2 from https://packages.macports.org/py311-pip
———> Attempting to fetch py311-pip-23.2.1_0.darwin_any.noarch.tbz2.rmd160 from https://packages.macports.org/py31ll-pip
———> Installing py311l-pip ©@23.2.1_0
———> Activating py311l-pip ©23.2.1_0
———> Cleaning py311-pip
—-—-> Updating database of binaries
——-> Scanning binaries for linking errors
———> No broken files found.
——-> No broken ports found.
———> Some of the ports you installed have notes:
py311-pip has the following notes:
To make the Python 3.11 version of pip the one that is run when you execute the commands without a version suffix, e.g. 'pip', run:
sudo port select —-set pip pip31l
sudo port select ——set pip3 pip31l
python311l has the following notes:
To make this the default Python or Python 3 (i.e., the version run by the 'python' or 'python3' commands), run one or both of:

sudo port select ——set python python31ll
sudo port select ——set python3 python31l
frank@Franks-Mac ~ % J




Install Python - r:

MacPorts macOS Installer inste

/opt/local/bin/

Python modules (e.§.,
located in

/opt/local/Library/Frameworks/Python. framework/Versions/
3.11/lib/python3.11/site—-packages/



Installing

for




Install Python - Lir

RHEL/CENTOS/Rocky/2

rpm/yum/dnf install python3

Ubuntu/Debian Lin
apt install python3
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Python R

REPL = Read, Evaluate

$ python3
Python 3.11.5 (v3.11.5:cce6ba91b3, Aug 24
2023, 10:50:31) [Clang 13.0.0
(clang-1300.0.29.30)] on darwin

Type "help", "copyright", "credits" or
"license" for more information.

>>> print("Hello world")

Hello world

>>>

To exit the



First Python Sc

1. In a text editor write

#!'/usr/bin/python3
print(“Hello world!"”)

&. Save this to
3. Open a terrr

this file is
python3 myfirst.py
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p1p

p1p is the package installer
You can use pip to instal
the Python Package Inc
indexes.
e.g.,

pip install requests
pip install netmiko
pip install gspread



Python Package Index
(PyPI)

& pypiorg

U Help Sponsors Login Register

Find, install and publish Python packages
with the Python Package Index

netmiko

Or browse projects

478,899 projects 4,823,892 releases 9,008,111 files 736,397 users

The Python Package Index (PyPl) is a repository of software for the Python

g t h O n programming language.

paCkage PyPI helps you find and install software developed and shared by the Python community. Learn about
’ Index installing packages 2.

Package authors use PyPI to distribute their software, Learn how to package your Python code for
PyPI (2.

Help About PyPI Contributing to PyPI Using PyPI

lnetalline narbanas A DuDl An Tusditbar FA Diime and fandhasl Cada afrandint (A

https://www.pypi.org/




Python Package Index
(PyPI)

& pypiorg

Help Sponsors Login Register

Filter by classifier 77 projects for "netmiko" Order by ‘ Relevance 7

Framework .
netmiko 4.2.0 May 5,2023

Topic Multi-vendor library to simplify legacy CLI cennections te network devices

Cevelopment Status

netmiko-bsh 3.4.0 Sep9,2021

License Multi-vendor library to simplify Paramiko SSH connections to network devices

Programming Language

Operating System netmiko-bridge 0.1.1 Mar 22,2023
Adecorator for Netmiko vendor driver extension.
Environment

e netmiko-mishki 4.1.2.5 M2 2023

modded netmiko 4.1.2 with lancom and edgecore support
Natural Language

Typing

netmiko-multihop 0.2.1 Sep 16,2022
Out of tree netmiko monkeypatch for multihop capability

nornir-netmiko 1.0.0 Mar 28,2023
Netmiko's plugins for Nornir

robotframework-netmiko 1.0.0 May 22,2022
RobotFramework Library used to wrap Netmiko

raisecom-netmiko 0.24 Nov 21,2022
functionality for raisecom devices, via netmiko connection

Apr 24,2023

https://www.pypi.ors/



Python Package Index
(PyPI)

& pypiorg

Help Sponsors Login Register

n etm i ko 4- 2 . 0 v Latest version

pip install netmiko @ Released: May 5, 2023

Multi-vendor library to simplify legacy CLI connections to network devices

Navigation Project description

= j ription
= Friadeeii privn 37 136 1391310 3.1 a

D Release history

I— NETM-KO

Project links Netmiko

A Homepage
Multi-vendor library to simplify CLI connections tc network devices
©) Repository

Statistics Why Netmiko?

GitHub statistics: X . L X i .
Network automation to screen-scraping devices is primarily concerned with gathering cutput from show commands

% Stars: 3202 and with making configuration changes.

¥ Forks: 1207 Netmiko z2ims to accomplish both of these operations and to do it across a very broad set of platfarms. It seeks to do

© Openissues: 159 this while abstracting away low-level state control (i.e. eliminate low-level regex pattern matching to the extent

practical).
11 Open PRs: 30

View statistics for this project via

https://www.pypi.org/
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vVelnv

The venv module supports creating lishtweight
“virtual environments”, each with their own
independent set of Python packages installed i
site directories. A virtual environment is cre
top of an existing Python installation, kno
virtual environment’s “base” Python, an
optionally be isolated from the package
environment, so only those explicitly i
virtual environment are available.
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VEIlV

encounter situations where one Python p
expects a module vl while another onl
If all Python scripts are in the same e
KABOOM!

Virtual environments allow you
different Python programs fro
provide each Python progra
versions it expects.



Why We Need ver.
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vvv v:vv
Module X
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Module X
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Why We Need ve

site-packages

Module X
V&




VEIlV

For example, you might do th
$ python3 -m venv venv
$ ls -1 venv

bin

include

1ib

pyvenv.cfc

§{ source venv/bin/activate
(venv) $ pip list
This tells the
and create ¢
named ‘ve
that vir

TY
NORTH CAROLI
L
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IDE

“An integrated development environment (ID
software application that provides compre
facilities for software development. An ID
consists of at least a source-code editor,
automation tools, and a debugger.”
- https://en.wikipedia.org/wiki/

Integrated development environ

Examples:

e IDLE
e Visual Studio Code (V
e PyCharm



https://en.wikipedia.org/wiki/Integrated_development_environment
https://en.wikipedia.org/wiki/Integrated_development_environment

@ |DLE Shell 3.11.5

File Edit Shell Debug Options Window Help
Python 3.11.5 (tags/v3.1l1l.5:cce€ba%9%, Aug 24 2023, 14:38:34)
AMDE4)] on win32
Type "help", "copyright"”,
>>> ||

[MSC v.1936 64 bit ( &

"credits" or "license ()" for more information.

v

Ln:3 Col: 0




Visual Studio Code
(VSCode)

¥ code.visualstudio.com

{ Visual Studio Code Docs  Updates Blog APl Extensiors AL Search Docs 4 Download

Code editing. , —
Redefined. e

%3 :/C»va
Download Mac Universal o y (B Estat
Stable Build Wy Mo

y Debugger for C..

anguage Sup

st

vscode-icons

e ¢ tnstu

g Vetur

Proswer C0:1t @040 31 © Getaby Develop (getaby-graphal-app) L6, Col21 Speces:2 UTT-8 LF JoveScript @ 4

¥

IntelliSense Run and Debug Built-in Git Extensions

right. I'm conszantly impressed by
the UX, and customizing
workspace / user preferences is
no exception. i/ It just keeps

https://code.visualstudio.com/

to customize the editor -
cnanging the layout, the icons,
fonts and colar scheme is so

o
_ Una Kravets Ui - a b Jonathan Dunlap .l Pavithra Kodmad < rkod nad
VS @code does so many things & VS Code will have deep remote ! VS Code is my most used and
( : development You can connect to favorite editor. | love being able )

a container running a different
OS and use any VS Code plugins,
linting, debugging for that
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Visual Studio Code
(VSCode)

VSCode offers syntax highlighting, auto-comple
integrated Git support, and too many features
here.

Be sure to check out their extensions whi
almost everything a developer could ho

https://marketplace.visualstudio.co

https://code.


https://marketplace.visualstudio.com/VSCode

)

(-

Thank You

https://frank.seesink.com/

Internet2TechEx-F

Frank S
frank@se
fra.



https://frank.seesink.com/presentations/Internet2TechEx-Fall2023/
https://frank.seesink.com/presentations/Internet2TechEx-Fall2023/
mailto:frank@seesink.com
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Data Formats: Reading and writing
JSON - YAML - XML

Maria Isabel Gandia Carriedo, CSUC/RedIRIS

network-eacademy@lists.geant.org

Internet2 Technology Exchange, 19-09-2023
Minneapolis, USA

Public (PU)




Definitions

Data modelling (YANG, TOSCA)

O

Defines a representation of real-world
entities, their relationships and structure

Data formats (XML, JSON, YAML)

O

Define how to encode the information in a
standardized way

Protocols (NETCONF, RESTCONF,
gRPC...)

O

Define the operations, the requests and
responses of interactions

The real world

Gets represented as a I

Data model \
Is encoded in a I

Are used withina Protocol

/

Data format



Data Serialisation Examples — Human Readable

>router< p “router”

>MyOAVvendor< “MyOAVvendor”

router

MyOAVvendor

>4< >
4</ 4

>Access< “Access”
Access

XML JSON YAML
</> {} indentation



Writing JSON, XML and YAML files

e You can write JSON, XML and YAML files with any text editor like vim or
emacs

e If you like syntax highlighting, editors/IDEs such as Visual Studio Code,
Notepadg+,. Sithlima

JO & rupsimoms

Text Editing, Done Right



https://www.vim.org/
https://www.gnu.org/software/emacs/
https://code.visualstudio.com/
https://notepad-plus-plus.org/
https://www.sublimetext.com/

Some Free Tools to Help You Write, Validate and Convert Your Files

You can check your syntax, format your files or convert them using useful

free tools:
* https://www.freeformatter.com

e https://www.liquid-technologies.com/online-xml-validator

* https://onlineyamltools.com/edit-yaml

e https://www.yamllint.com/
e https://www.json2yaml.com/

O 5 https://www.yamllint.com

YAML Lint

Paste in your YAML and click "Go" - we'll tell you if it's valid or not, and give you a nice clean UTF-8 version of
it.

| 60| 2 Reformat (strips comments) & Resolve aliases



https://www.freeformatter.com/
https://www.liquid-technologies.com/online-xml-validator
https://onlineyamltools.com/edit-yaml
https://www.yamllint.com/
https://www.json2yaml.com/

Some Cases Where We Use JSON, YAML, XML

<copy-config>

<target>
<startup/>
</target>
<running/>
* Web API output (AWS, Google maps, Github, X,...)

« Jenkins

- ELK stack (Elasticsearch, Logstash, Kibana)

</source>
</copy-config>

XML:

» Jenkins
*NETCONF
*RESTCONF

© core
: Describe router interfaces

"{{ item.name }}"
. "{{ item.description }}"

YAML:

* Ansible
* Kubernetes
*Docker

. present
: "{{ credentials }}"

: Ethernet0/0
: Ethernet0/1




More Information in the Network Automation eAcademy

DATA FORMATS:
JSON

- Formats: YAML (30')

DATA FORMATS:
XML

- Formats: XML (60’)

- Formats: JSON (45’)

https://wiki.geant.org/display/NETDEV/OAV+Training+Portal


https://wiki.geant.org/display/NETDEV/OAV+Training+Portal
https://e-academy.geant.org/moodle/course/view.php?id=129
https://e-academy.geant.org/moodle/course/view.php?id=132
https://e-academy.geant.org/moodle/course/view.php?id=66

G'ANTQ
Thank You!

https://wiki.geant.org/display/NETDEV/NeA
network-eacademy@lists.geant.org
netdev@lists.geant.org

www.geant.org

. Co-funded by
the European Union




Automating with Google Sheets

Amy Liebowitz - University of Michigan

e At U of Michigan we use Google Sheets for network projects
o  Cut sheets for network migrations
o VLAN port assignments for new access layer devices
o Core point-to-point and loopback assignments

e More convenient than formal tools/databases

o Easy to use by non-technical people (like PMs)
o Easy to share and edit
o Printable for field technicians

e \Wouldn'tit be nice if we could derive network configurations from these?

o You can, and it’s not that hard!
o Enter gspread - a python api for Google Sheets
o (NB: If you’re more comfortable with javascript check out Google Apps Script)



Automating with Google Sheets

e Step 1: Set up a Service Account

o “Bot” account will generate credentials that can be used by your code.
o Share a spreadsheet with the bot account’s email and your code can access it just like any
other user
m  We share our network projects folder with our bot account
m  We store our bot account’s credentials in Cyberark

e Step 2: Create a Spreadsheet

e Step 3: Write code to pull in spreadsheet data
o gspread’s get_all_records method generates a list of dictionaries keyed on column headers

e Step 4: Create a Template
e Step 5: Generate configlets!



https://docs.google.com/spreadsheets/d/1W9wAzB7t3ttj2Dl_M5KnImShfwOS8hLvcyE-QwvGf1w/edit#gid=0
https://github.com/amylieb/gspread-example/blob/main/create_configlets.py
https://github.com/amylieb/gspread-example/blob/main/template.j2

Automating with Google Sheets

e References

o gspread docs: https://docs.gspread.org/en/v5.10.0/index.html
o gspread example repository: https://github.com/amylieb/gspread-example



https://docs.gspread.org/en/v5.10.0/index.html
https://github.com/amylieb/gspread-example
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Tapas: DiffSync

Compare & Sync two different data-sources

James Harr, Sr NetDevOps Engineer, Internet2
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The Typical Pattern

One-off code >

e What if it already exists?

e What if it exists and it shouldn't?

e Should | delete in B if it's missing in A?
o What if | need to change this?

e What if | only want to update objects that
exist in both?

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [15]



DiffSync - The framework

Common
Model
Adapter A Compare / Sync
create() a = AdapterA()
load() update() b = AdapterB()
delete()

- a.load()
b.load()

diff = a.diff_to(b)
a.sync_to(b)

NNTERNETZ 2023 TECHNOLOGY EXCHANGE

> Adapter B
create()
load() update()
delete()

[16]



Defining the Model

from diffsync import DiffSyncModel

class Device(DiffSyncModel):

_modelname = "device"

_identifiers = ("name",)

_shortname = ()

_attributes = ("addr", "model", "sn"
_children = {"interface": "interfaces"}
name: str

addr: Union[IPv6Address, IPv4Address]
model: str
sn: Optional[str]

interfaces: List[Interface]

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [17]




Defining the Model

class Interface(DiffSyncModel):

_modelname = "interface"

_identifiers = ("device_name", "intf_name")
_shortname = ()

_attributes = ("description"”, "speed")
_children = {}

device_name: str

intf_name: str

description: Optional[str]
speed: Optional[int] # Mbps

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [18]




Defining an Adapter

class NautobotDevice(Device):
pass

class NautobotInterface(Interface):
pass

class NautobotBackend(diffsync.DiffSync):
device = NautobotDevice

interface = NautobotInterface

def load(self):

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [19]




Defining an Adapter

class NautobotBackend(diffsync.DiffSync):
def load(self):
d1 = Device(name="rtr1", addr="2001:db8::1",
model="8201", sn="1234")
self.add(d1)

intf1 = Interface(device_name="rtr1", name="eth1/1")
self.add(intf1)
d1.add_child(intf1)

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [20]



DiffSync - providing a framework

Common
Model
Adapter A Compare / Sync
a = AdapterA()

- a.load()
b.load()

diff = a.diff_to(b)
print(diff.str())

MNTERNETZ 2023 TECHNOLOGY EXCHANGE

> Adapter B

load() T

[21]



Viewing the Diff

device
device: rtr1 MISSING in SNBackend
interface

interface: rtri1__eth1/1 MISSING in SNBackend
interface: rtri1__eth1/2 MISSING in SNBackend
device: rtr2 MISSING in NautobotBackend
interface
interface: rtr2__eth1/1 MISSING in NautobotBackend
interface: rtr2__eth1/2 MISSING in NautobotBackend
device: rtr3
sn NautobotBackend(abc123)  SNBackend(def456)

interface
interface: rtr3__eth1/3 MISSING in SNBackend

uNTERNETZ 2023 TECHNOLOGY EXCHANGE [22]




DiffSync - providing a framework

Common
Model
Adapter A Compare / Sync > Adapter B
a = AdapterA() create()
- dat
load() b = AdapterB() load() ;&;;?

> S losd) >

diff = a.diff_to(b)
a.sync_to(b)

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [23]




Saving Data

class SNDevice(Device):
sn_id: str # Stashed UUID for the Device in SN

@classmethod
def create(
cls,
diffsync: SNBackend,
ids: Dict[str, str],
attrs: Dict[str, str],
) -> DiffSyncModel | None:
sn_id = service_now_api.create(...)
return cls(**ids, **attrs, sn_id=sn_id)

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [24]




Saving Data

class SNDevice(Device):
def update(
self,
attrs: Dict[str, str],
) -> DiffSyncModel | None:

service_now_api.update(id=self.sn_uuid, ...)

return super().update(attrs)

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [25]



Saving Data

class SNDevice(Device):
def delete(self) -> DiffSyncModel | None:

service_now_api.update(id=self.sn_uuid, status="DECOM")

return super().delete()

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [26]



DiffSync - what does this get you?

e Structured development
e Re-run sync process
e Potentially more than just 2 "backends"
e Easier testing
@patch("nautobot.api_call")
def test_load(...):
m = MockBackend(); m.load() # <-- mock data
a = MyBackend(); a.load()
diff = m.diff_to(a)
assert not diff.has_diffs() # <-- yay
e Selective-sync with (nearly) the same code
a = MyBackend()
a.load_site("building1")

NNTERNETZ 2023 TECHNOLOGY EXCHANGE [27]
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Tapas: Bash Incantations

Shannon Byrnes, NetDevOps Engineer, Internet2
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Bash Magic with Config Files

e« Thereis alot you can do and glean
with a folder of configs and bash
one-liners. No Python involved.

e This tapa will show a few bash
commands using a folder of configs

e Note: ChatGPT isn’t bad at
generating fake configs if you're

detailed enough.

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [29]




1. Number of Ports by VLAN ID

for SWITCH in $(ls | grep coolu.edu); do echo $SWITCH; grep -c "*
switchport access vlan 100$" SSWITCH; done

for SWITCH in $(1ls | grep
coolu.edu)

do
echo $SWITCH
grep -c¢ "” switchport access
vlan 100$" $SWITCH

done

MNTERNETZ 2023 TECHNOLOGY EXCHANGE [30]



1. Number of Ports by VLAN ID

for SWITCH in $(ls | grep coolu.edu)
do

echo $SWITCH

grep -c "” switchport access vlan 100$" S$SWITCH
done

Only match lines that start
with a single space followed
by the rest of the pattern.

Print filename so we know
which device we are looking at

Return matching lines as a

Count.
uNTERNETz 2023 TECHNOLOGY EXCHANGE

This is the filename we
capture in the top line on
each loop.

[31]



2. Find Available Ports Based on a Black Hole VLAN

for SWITCH in $(ls | grep coolu.edu); do echo S$SSWITCH; egrep
'“(interface | switchport access vlan 666$)' SSWITCH; done

for SWITCH in $(1ls | grep coolu.edu)
do

echo $SWITCH

egrep '“*(interface | switchport
access vlan 666$)' SSWITCH

done

MNTERNETZ 2023 TECHNOLOGY EXCHANGE

[32]




2. Find Available Ports Based on a Black Hole VLAN

Same start - M ...... .
for SWITCH in $(ls | grep coolu.edu)
do
echo $SWITCH
egrep '~ (interface | switchport access vlan 666$)' SSWITCH
done

Match On
Line starts with exactly “interface “
OR
Line exactly matches “ switchport access vlan 666”

uNTERNETZ 2023 TECHNOLOGY EXCHANGE [33]




3.A Move Switchports From One VLAN to Another

for SWITCH in $(ls | grep coolu.edu); do echo S$SSWITCH; egrep
'“(interface | switchport access vlan 300$)' SSWITCH; done

Script Form
for SWITCH in $(1ls | grep coolu.edu)
do
echo $SWITCH
egrep '~ (interface | switchport access vlan 300$)' $SWITCH
done
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3.A Move Switchports From One VLAN to Another

None here!
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3.B Move Switchports From One VLAN to Another

< OUR LAST COMMAND > | sed 's/vlan 300/vlan 100/g'

for SWITCH in $(1ls | grep coolu.edu); do echo $SWITCH;

egrep '~ (interface | switchport access vlan 300$)' S$SWITCH; done |

sed 's/vlan 300/vlan 100/g’

[36]
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3.B Move Switchports From One VLAN to Another

Tada! Now you can copy and paste for each
device.

As we know, unless a VLAN change would
occur, all the extra lines will be no-ops. However,
some cleanup will be easier on the eyes, so |
won'’t stop you.
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What is Ansible?

e Software tool for simple but powerful automation on cross-platform systems.

e Common use cases:
Application Deployment
Updates

Cloud Provisioning
Configuration Management
Intra-service orchestration
Any reproducible tasks!

e Generally Idempotent - each module is different but most are idempotent

e Support for many different network devices and protocols
o Cisco (I0S and IOSXR), Juniper, Arista, Aruba

o O O O O O



Playbooks and Tasks

e Playbooks are how “tasks” are organized to be executed on the selected

devices
o Playbooks also specify inventories and hosts to be applied to as well as any additional
parameters needed for those tasks (variables, roles, collections)
o Playbooks are written in YAML
o Can do loops, use blocks, and re-use code using Roles and Collections

e Tasks are “Actions” that should be applied to the selected devices and must

be contained inside of a play
o Tasks should be idempotent in most cases (every time you run it the end state should be the
same)
o Tasks is the smallest unit that can be executed in Ansible



Inventory + Roles + Collection

e The Inventory is the set of hosts that can be executed on by an ansible play

o Can also contain additional variables for each device
o Usually specified in JSON/YAML/INI format

e Roles provide the ability to re-use tasks across multiple playbooks
o  Written in YAML can be included into multiple playbooks
o Individual tasks inside of the role can be executed by the playbook
o Essentially allows for code re-use

e Collections provide a higher level of re-use, can include playbooks, roles,

modules and plugins
o Similar to roles, collections can be included in your playbook



Lets build an Inventory

Super Basic inventory
INI format

mail.example.com

[webservers]
foo.example.com
bar.example.com

[dbservers]
one.example.com
two.example.com
three.example.com

YAML format

all:
hosts:
mail.example.com:
children:
webservers:
hosts:
foo.example.com:
bar.example.com:
dbservers:
hosts:
one.example.com:
two.example.com:

three.example.com:



Inventory “assigning variables”

[atlantal
hostl http_port=80 maxRequestsPerChild=808
host2 http_port=303 maxRequestsPerChild=909

atlanta:
hosts:
hostl:
http_port: 80
maxRequestsPerChild: 808
host2:
http_port: 303
maxRequestsPerChild: 909



all:
children:
clsco:
hosts:
cisco 1=
ansible_host: 2001:db8:16:1::2
cisco 2°
ansible_host: 2001:db8:16:1::3
vars:
ansible_user: clab
ansible_ssh_pass: clab@123
Junos:
vars:
ansible_user: root
ansible_ssh_pass: clabl23
hosts:
juniper:
ansible_host: 2001:db8:16:1::4

Here is my inventory




My First Playbook

: Name of the playbook (optional) and hosts
- name: first playbook specifies the hosts to execute it on

hosts: localhost
Tasks is an array of the tasks

tasks:

- hame: run command First task - run a shell command “uptime”
ansible.builtin.shell: "uptime" and store the response as “results”

register: results

- name: display results Display the results using the “debug” task
debug:

var: results




lab@linux5:~$ ansible-playbook -i inventory.yaml first_playbook.yaml

PLAY [first playbook] 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k >k 3k ok 3k >k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k ok 3k 3k 3k >k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k >k 3k 3k 3k >k 3k 3k 5k 3k 5k 3k 3k 3k ok 3k >k 3k %k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k %k %k 3k %k %k %k 3%k %k %k %k *k %k *k

TASK [Gathering Facts] kool s e e e ke kb kb ok ok ok ok ok ok ok ok ok ok koo ok kel sl e e s e e s e e ek ke ok ke ke ke ok ok
ok: [localhost]

TASK [run Command] 3k 3k 3k 3k 3k 3k 3k ok 3k ok 3k ok 3k >k 3k ok 3k >k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k ok 3k ok sk 3k 5k 3k 5k 3k 3k 3k 3k 3k 3k 3k ok 3k >k 3k ok 3k >k 3k >k 3k 3k 3k 3k 3k 3k ok 3k >k 3k ok 3k 3k 5k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k >k 3k >k 3k >k %k %k 3k >k 3%k %k 3%k %k %k %k %k %k *k %k

changed: [localhost]

TASK [display resultsj 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k ok 3k 3k 3k 3k 5k 3k 3k 3k ok 3k 3k 3k ok 3k 3k 3k ok 3k 3k 3k %k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k >k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k %k 3k 3k 3k %k 3k 3k 3k %k 3k 3k >k %k *k %k k %k

ok: [localhost] => {

"results": {
"changed": true,
"cmd": "uptime",

"delta": "0:00:00.005445",
"end": "2023-05-02 14:33:03.307130",
"failed": false,

nn

"msg" : :

YEEE IO

"start": "2023-05-02 14:33:03.301685",

"stderp®y "™

"stderr_lines": [],

"stdout": " 14:33:03 up 14 days, 22:54, 1 user, load average: 0.83, 1.20, 1.12",

"stdout_lines": [
" 14:33:03 up 14 days, 22:54, 1 user, load average: 0.83, 1.20, 1.12"

PLAY RECAP 3k 3K 3k 3k 3k 3k 3k ok 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k ok 3k >k 3k 3k 3k >k 3k 3k 5k >k 3k 3k 5k 3k 3k 3k %k 3k 3k 3k ok 3k 3k 3k %k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k >k 3k >k 3k >k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k >k 3k >k 3k >k 3k %k 3k 3k 3%k %k 3k 3k %k 3k %k 3k %k %k >k 3k %k %k %k 3%k %k %k %k *k %k *k

localhost : ok=3 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0



Roles/Collections for common devices

use Ansible Galaxy to install some roles

e (Role) ansible-galaxy install Juniper.junos
® (Collection) ansible-galaxy collection install cisco.iosxr

We can then use these Roles/Collections to interact with the devices

- name: Execute a basic Junos software upgrade.

juniper_junos_software:
local_package: "/tmp/new_image.tgz"

all_re: true
validate: false
logdir: "/tmp/"




Lets do something more interesting

Upgrade a Juniper with redundant REs and do it as hitless as possible
Steps:

Download the new code version
Disable Chassis Redundancy
Upgrade RE1

Wait until RE1 comes back up
Swap Mastership

Upgrade REO

Wait until REO Comes back up
Swap back to REO

Re-enable Chassis redundancy



— name: upgrades all Juniper routers to new version of code
hosts: "{{ host }}"
connection: local

gather_facts: no

roles: :
- name: Execute a basic Junos software upgrade.

— Juniper.junos o -
juniper_junos_software:
local_package: "/tmp/new_image.tgz"

tasks:
all_re: true

— name: Checking NETCONF connectivity
) reboot: false
wait_for:

host: "{{ inventory_hostname }}"

validate: true
logdir: "/tmp/"

timeout: 15 level: "DEBUG"

— name: Download file
get_url:
url: "{{ image_path }}"
dest: "/tmp/new_image.tgz"
delegate_to: localhost

— name: Disable non-redundant commands
juniper_junos_command:
commands :
- "deactivate chassis redundancy"
- "deactivate routing-options nonstop-routing"




name: Reboot REs while doing mastership swaps - minimal downtime mode engaged!
juniper_junos_command:
commands:
- "request routing-engine login rel"
- "request system reboot"

name: "Wait for RE1l to come back"
pause:
minutes: 5

name: Swap Mastership to RE1l which is now running our new flavor of code

juniper_junos_command:
commands:
- "request chassis routing-engine master switch"

name: Reboot RE®
juniper_junos_command:
commands:
- "request routing-engine login re@"
- "request system reboot"




- name: "Wait for RE@ to come back"
pause:
minutes: 5

— name: Turn back on redundancy and swap back to RE®
juniper_junos_command:
commands:
- "activate chassis redundancy graceful-switchover"
- "activate chassis redundancy failover on-loss-of-keepalives"
- "activate routing-options nonstop-routing"
- "commit sync"
"request chassis routing-engine master switch"



Advanced Ansible

o AWX - webUl for your playbooks / workflows

o Store credentials

o RESTAPI
e \aults

o Encrypted storage of credentials
e Jinja2

o Templates with REST integrations



