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Cooperación Latino
Americana de Redes Avanzadas

RedCLARA is the result of 
cooperation between Latin 
American countries to 
create a high-capacity 
network dedicated to 
research and education.
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Cooperación Latino
Americana de Redes Avanzadas

We strengthen the 
development of science, 
education, culture and 
innovation in Latin America, 
through the innovative use 
of networks, infrastructure 
and advanced information 
technologies.

What is
RedCLARA?

TechEX2023

NETWORK ENGINEERING GROUP



Cooperación Latino
Americana de Redes Avanzadas

Today this cooperation has 
9 countries totaling 
15,759,828 km² of territory. 
This vast territory must be 
covered by national 
networks, making it 
possible to reach the most 
diverse regions.
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Cooperación Latino
Americana de Redes Avanzadas

• High capacity: all backbone links 
are +100Gbps

• Predictability: traffic flows 
through a coherent path

• Security: MANRS participant  
with all 4 actions implemented + 
100% score

• Robust monitoring

Network 
characteristics
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NEG Systems
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Cooperación Latino
Americana de Redes Avanzadas

• One of the most 
requested features from 
RedCLARA members 
was network visibility

• Network monitoring was 
present, but information 
was internal

Integrated
Monitoring
Portal
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Architecture
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Telegraf
Agent for
collecting

metrics

Logstash
Agent for
collecting

flows

Routers

and

Switches

Result

Query Result

Query Result

Grafana
Metrics information interface

InfluxDB
Time Scale Database (TSDB)

Zabbix
Monitoring tool

TimescaleDB
Time Scale Database (TSDB)

Kibana
Flow information interface

Elasticsearch
Database and search engine

Query

API

WebSSH
Web based SSH client

TACACS
AAA



Cooperación Latino
Americana de Redes Avanzadas

• Graphical interface built with 
Drupal

• Drupal is an open source Content 
Management System (CMS)

• Authentication uses Shibboleth for 
federated login

• Created by SEG (System 
Engineering Group)

Graphical 
Interface and 
Authentication
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Cooperación Latino
Americana de Redes Avanzadas

• SNMP metrics collected with 
Telegraf using a polling time of 
30 seconds

• Latency measured with IP SLA
• Data is stored in InfluxDB
• Availability and Alerts provided 

by Zabbix
• Dashboards built                         

with Grafana

Traffic and BGP 
Monitoring
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Cooperación Latino
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• Netflow v9 is configured on the 
routers

• Only 0.01% of the packets are 

sampled
• Flows are exported to Logstash
• Data is enriched and sent to 

Elasticsearch
• Dashboards are made for              

Kibana and are part                                  
of ElastiFlow

Network Flows
Monitoring
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• The WeatherMap shows 
current backbone traffic 
and latency 

• It has been built with Zabbix
• General view for backbone 

circuit outages

WeatherMap
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Cooperación Latino
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• Built with WebSSH 
(https://github.com/huashengdun/ 
webssh)

• User authentication, command 
authorization and accounting done by 
TACACSGUI

• Only ping, traceroute and a set of 
show commands are allowed

WebSSH
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• eduroam information is collected 
from logs

• Logs are ingested to ELK Stak
• Custom dashboards have been 

created to output the information

eduroam
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redclara.net

tiago.monsores@redclara.net

linkedin.com/in/tiagomonsores
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