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What is Technology Policy?

Governance vs Standardization vs Policy/Regulation/Law
Governance: mostly internal and alignment focused
Standards: formal processes, guidelines, or specifications

Policy: regulation over current and emerging tech



Deeper Dive: Standardization

Developed by subject matter experts
Generally consensus-driven, cooperatively developed and adopted

R&E community tends to do a good job. Recent example:
- Participation in ASPA (Autonomous System Provider Authorization)

- Discussing R&E ‘quirks’ with RFC authors...this is good participation

But who is communicating with regulators? (Secure routing
framework)



Standards Organizations Examples



Definitions: Policy & Regulation

. Formed by non-experts

. Imposed, top-down

. Global, National, Local

. Can be reactionary

. Can have unintended consequences

- Impacts individuals, society and public interest



Purpose of R&E Tech Policy Engagement
Understand issues prior to forced compliance

Translate technical knowledge into public good

Strengthen voice of Higher Ed on Capitol Hill

Represent unique niche of R&E community: data privacy,
disinformation/truth, encryption, internet governance, etc



Who is Doing This & How?

-Quilt: Advocacy (i.e., FCC E-Rate)

-Institutions: Lobbying & Advocacy (~$75M annually); trend of
hiring political professionals

-Researchers: Provide data and expertise. Disconnected from
operations

-Individuals: RF| Responses, activism, data collection/analysis



Why Do We Need This?

There's a Gap :
-Educause had been highly engaged

-Campuses have own engagements with Congresspeople and

Federal agencies

-Researchers engage with policy but disconnected from Ops



Policy Areas for R&E Community

-Secure Infrastructure
White House 2023 National Cybersecurity Strategy
- Affordable Broadband
-Encryption
- App bans (ie TikTok)
-Content Moderation/Section 230
-Data Collection
GenAl, TikTok, EdTech and other apps



Avoid Sudden Impact for CIOs

TikTok bans on gov't resources
ARIN Legacy Services Agreement example

Hidden compliance issues e.g. Chinese-made equipment
restrictions on sourcing with gov’t funds

Data privacy compliance



Avoid Sudden Impact for CIOs

AT&T Copper/landline policy in California
Impact on campus services: backups/O0OB

Emergency operations on campuses



What to do?

- How do | get this information?
- How do | know what policy will affect me?

- Who else on my campus or community cares?



Tech Policy Reading Group



Reading Group Recap

5 meetings:

« Al Regulation
o “The Surprising Thing A.l. Engineers Will Tell You if You Let Them”
s US vs. Europe

e Open Access Networks

o “How the NTIA Can Fund Future-Proof Open Access Fiber”
o “Should Grant-funded Networks be Open-Access?”
m When federal dollars fund networks with requirements for “open
access’ networks.
m Are R&E networks open?



Reading Group Recap

o TiIkTok Ban - Project Texas

o "Project Texas: The Details of TikTok’s Plan to Remain Operational in the US”

= Politics and mechanisms of a government ban of an application

o Network Neutrality, 2023
o "FCC to Start Proceeding on Reestablishing Open Internet Protections”

m \What has changed since 20187

m Possible legal challenges if the rule is adopted



Reading Group Recap

o First Amendment and Social Media

o “Silicon Valleys’ Speech: Technology Giants and the Deregulatory First

Amendment”
m Do social media companies have First Amendment rights?
m s the act of content moderation a protected free speech act?
m How do social media companies compare to other media channels with respect to case
law?

o Highlight: Guest participant: Nick Nugent, UTenn Law Professor and ARIN
NRO Number Council



Advocacy

Anyone can be an advocate.
Anyone can respond to RFls.

Tech community should respond and give input!



NIST Al Risk Management Framework
Request for Information (RFI) Example



Secure Routing Example

O

Federal Regqister:

O



Reading the Tea Leaves Helps



Secure Routing Responses

FCC Notice of Inquiry (NOI): In the Matter of Secure Internet Routing

. 46 comments filed
. An analysis the routing security posture of top 25 Federal websites

FCC Network Neutrality 2023

. 52,000 comments filed
. Internet2 and Quilt respond advocating on behalf of R&E



Secure Routing: Responses and Actions

FCC July 2023 Workshop on
Internet Routing System
Security

-Internet2 Steve Wallace
presented



Secure Routing: Responses and Actions

2023 White House Cybersecurity Framework calls out Internet

infrastructure protection

. Section 4.1 - Secure the Technical Foundation of the Internet
- 4.1.4 "Accelerate the development, and standardization, and
support the adoption of foundational Internet infrastructure
capabilities and technologies.

White House Office of National Cyber Director (ONCD) guidance
forthcoming



Call to Action: Purpose

. R&E technical community experts informing Higher Ed IT
leadership
. Use our technical expertise to inform policy makers

(legislators, regulators) during policy formation



Call to Action

. Continue to expand the monthly Tech Policy Reading Group
. Encourage RFI responses from R&E community

. Increase Engagement & Gain Traction
. 12 SIG? BoF? mailing list?

. Collaboration with 12 External Relations Program Advisory
Group (ERPAG) and other PAGs



O&A/Thoughts/Feedback?

Is this a good idea?
Does this duplicate efforts?
How to best involve people?

Are there any specific policy efforts we should be following AND

participating in?



