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• Who are we and why are we here?

• Collaborative successes

• Your feedback!

Agenda



EDUCAUSE
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• EDUCAUSE Cybersecurity and Privacy Professionals Conference – May 1-3, 
2023 in Bellevue, WA – last week!

• Community Groups – Awareness and Education, GRC, CPO, Privacy, TOP, 
HECVAT, and 171 compliance

• EDUCAUSE QuickPolls, are one-day polls that rapidly gather, analyze, and 
share input from the EDUCAUSE community about specific emerging topics.

EDUCAUSE
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Career paths – find your path
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2021 EDUCAUSE Horizon Report  
Information Security Edition
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Quicktalks…



INTERNET2
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• Cloud Scorecard – over 50 service providers with many of interest 
to information security

• Institutional Profiles

• Cloud Vendor Risk Management service evaluation

• NET+ Kion – management and compliance across AWS, Azure, 
and GCP

• GWE Webinar Series – addressing some security topics

Cloud Services Updates



[ 12 ]

• CrashPlan (39), Duo (204), LastPass (69), Palo Alto Networks (3), Splunk 
(29) updates

• NET+ Splunk added Splunk Cloud to the program!

• MFA Community Survey 2023 data analysis underway

• Starting NET+ LastPass Service Advisory Group
• Current Community Calls – CrashPlan (20) and Duo (60-120). Might restart 

PAN and Splunk.

• Exploring new service providers

MY PORTFOLIO UPDATES
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NATIONAL RESEARCH AND EDUCATION NETWORK UPDATES
Routing Integrity Initiative encourages the community’s adoption of best practices that 
strengthen the resilience and reliability of data movement across the R&E network 
ecosystem to support our shared missions

• Routing Security as defined by Mutually Agreed Norms for Routing Security (see 
MANRS.org)

• Hardening of network devices (MFA authentication, regular review of firmware, 
logging, etc.)

• Detection and mitigation of DDoS attacks
• Resilient cloud connectivity
• IPv6 Deployment
• Routing Integrity Assessment service - contact manrs@internet2.edu
• Reports showing the accuracy of published routing policy for RENs

https://github.internet2.edu/ssw/IRR-report
• Autonomous System Provider Authorization Working Group (ASPA-WG) is develop 

recommendations for its adoption by R&E networks
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EACH OF US PROTECTING ALL OF US



[ 15 ]

EACH OF US PROTECTING ALL OF US



REN-ISAC



REN-ISAC
Research & Education Networks

Information Sharing & Analysis Center



• Ransomware Tracker

• CSIRT Metrics

• Security Event System 
(SES)

• Insurance

• Compliance

REN-ISAC - What Are We Seeing?

Adobe Stock



2022 Stats by Ransomware Group



2023 Stats by Ransomware Group



CSIRT
ACTIVITY

THROUGH
2023



CSIRT
ACTIVITY

THROUGH
2022



Security Event System Stats

https://www.ren-isac.net/member-
resources/SES/SES_Data_Feed.html



Security Event System Stats



Cyber 
Insurance

Higher expectations for 
less coverage

Separate riders for 
ransomware?

No coverage for nation 
state attributed attacks?

C O M P L I A N
C E

FTC Safeguards Rule

“The Safeguards Rule requires covered 
financial institutions to develop, implement, 

and maintain an information security 
program with administrative, technical, and 

physical safeguards designed to protect 
customer information.”

Some provision deadlines extended

https://www.ftc.gov/business-
guidance/blog/2022/11/compliance-deadline-certain-
revised-ftc-safeguards-rule-provisions-extended-june-2023

https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know


• SES
• pDNS
• Active Discussion Lists
• Collaboration with other ISACs
• CSIRT Activities - all EDUs
• Alerts/Advisories/Best Practices
• The REN-ISAC Hub - *NEW*

REN-ISAC - What Are We 
Doing?



REN-ISAC - How Can We Help?

info@ren-isac.net



COLLABORATION
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• Conference planning

• Working Groups

• HECVAT

• Program Committees

• Feedback on each others’ projects

AREAS OF COLLABORATION
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• What do you need? 

• What is not getting done?

• Where do you see our coordination opportunities?

Tell Us About It!
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QUESTIONS AND FEEDBACK

Thanks!
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• Chip Conner-Rondot, REN-ISAC - ctconron@iu.edu
• Joseph Potchanant - jpotchanant@educause.edu
• Paul Howell – phowell@internet2.edu
• Nick Lewis – nlewis@internet2.edu

CONTACT INFORMATION

mailto:jpotchanant@educause.edu

