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• Many languages

• Many DevOps Projects within an ORG

• Many ORGs

The situation
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• Provide a shared mechanism for creating Azure Policy exemptions.  

The Project
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• Azure DevOps
• Azure Resources
• Programming Languages
• Code Editor

Project Toolbox
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1. Sub: Creating the resource group
2. Group: Function Resources within a resource group
3. Group: Centrally stored KeyVault Secret (shared services resource 

gorup)
4. MG: Role assignment 

Resource deployment scopes
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1. Plan
2. Review
3. Do
4. Test
5. Eat your own dog food

Release Deployment Methodology
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Exemption Function API Resources
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Shared Services Resource Group
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IAM Management Group Role



[ 10 ]

Use Case: Kion Cost Management Exports
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Demo: Kion Cost Management Exports (~3 minutes)

• Release pipeline inclusion of exemption function
• Actual code to invoke
• Results from release pipeline for an exemption
• Policy exemption in Azure
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KB
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Azure Resources
• Daily cost is < $0.01 
• Redeployment was a pain

Lessons Learned

DevOps
• Deployment sometimes fails, 

then works
• AZ deployment what-if is noisy
• Task variables (inline vs script)
• Bicep variables and token 

replacement
• Classic interface vs pipeline as 

code
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Exemption Governance
• Exemption request 

documentation
• Exemption attestation process
• Allowable exemptions

Future Work

DevOps/ Code
• Create exemptions on RGs



QUESTIONS?



THANK YOU

JASON RAPPAPORT
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