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AuthNRequest

xmins:samip="urn:oasis:names:tc:SAML:2.0:protocol”

mi="urn:oasis:names:tc:SAML:2.0:assertion’

Identity
Provider ID="LOGIN_GUID_1231231231292 37723"
Version="2.0"
ProviderName="Example SP"
Issuelnstant="2023-07-16T723:52:452"
Destination="http:/lexample.host.idp/signin"
AuthNRequest
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
@ AssertionConsumerServiceURL="http://sp.origin.example.com/protectedresource.htm|">
ler>http://sp.origin.example/metadata</saml:Issuer>
C y Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress" AllowCreate="true"/>
¢ t Comparison="exact">
>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml:AuthnContext
Service
Provider
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Response + Assertion

8e8dc5T69a98ccac1ff3427e5ce34606fd672191e6" Ve

I(j(}r]tit)[ nl: 3 chema-instance” xmlns:xs="http://www.w3. 2081 ..." Version="2.@" IssueInstant="2823-87-17T01:

Provider

Format names:tc:SAML:2.0:nameid-format:transient”>...<

com/protectedresou
onfirmation Method="urn:oasis:names:tc:SAML:2.@:cm:bearer">
NotOnOrAfter="2824-01-18T86:21:487" Recipient="http://sp.origin.exampe.com/" InResponseTo="..."/>

RESPOI‘I_Se + NotBefore="2023-07-17T@1:@1:187" NotOnOrAfter="2024-81-18T06:21:481">
Assertion saml: Audi iction>

[/sp.origin.exampe.com/acs</saml:
SessionNotOnOrAfter="2824-87-17T89:81:487" SessionIndex="_bhe9967abd9@4ddcae3cBebd189adbe3f71e327c 9

assword</

Name="uid" NameFormat="urn:oasis:name

ue xsi:type="xs:string”>jtjohns

Service
Provider
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Cloud Key Concepts

<- . -> Virtual Network

0 Shibboleth.

App Service
App Service Plan

App Gateway\WAF

Azure :
: App Service Container
Azure Container Registry . PaaS Registry :

Virtual Networking

App Registrations
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App Service

. An abstract layer for our
‘ web server. How we
define and deploy
» behavior. Container Registry
A repository for docker

App Service Plan images

The SLA, Compute
capacity, and
capabilities assigned to
an App Service.
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Virtual Network

Appliance for defining a
networked environment

©0 0 that can be hidden from
the public internet.

Application Gateway

Ingress controller for the

Web Application Firewall (WAF) Azure Virtual
Network\Applications

Firewall service
mounted to our ingress
to inspect requests and
protect our resources
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Overall Architecture

- App Service hosts Shibboleth as SP and
IdP

- Azure AD exposes SAML 2.0 sign on
endpoints

- Gateway + WAF exposes App Service to
public internet

- Container registry stores configured

Shibboleth Docker image.
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Resource Framing

<. s-cmri-vnet-shibboleth | Subnets
Virtual network

|/"Ci' Search | « - Subnet - Gateway subnet O Refresh 'Q,q Manage users ]E[ Delete

.

“> Qverview

|/"C3' Search subnets

B Activity log

QR Access control (IAM) Name T4 IPvd Ty IPvé T Available IPs Ty, Delegated to Ty

€ Tags s-cmri-snet-shibbolethapp 10.0.0.0/24 - 251 Microsoft Web/serverfarms
< Diagnose and solve problems s-cmri-snet-shibbolethagw 10.0.1.0/24 - availability dependent on dyna.. -

INTERNET2 2023 TECHNOLOGY EXCHANGE [15]



Compute Resources

@ scmrishibboleth  # «

O Refresh

w Download publish profile

Web App
I)-'L'le‘-”fh | « Cf Browse [ Stop = Swap +_; Restart [i] Delete
) -
B Overview
~ Essentials
B Activity log
Resource group (move] - §-CMBI-SHIBBOLETH
Aocess control (LAKM)
g Status = Running
@ Tags .
Location (mowe) South Central US
ﬁ Diagnase and solve problems Subscription (mowve) : S-CMRI
@ Microsoft Defender for Cloud Subseription D :
lf\ ASP-SCMRISHIBBOLETH-ab0f 2
2 s plan
£ Search « [ Delete &P Sendus your feedback
B Oveview S~ Essentials
B Adidtylog Resource group (mave) : S-CMBI-SHIBBOLETH pricngplan 1 81
A, Accass control (1AM Status. - Ready Instance count ]
* e Location  South Central US Appls) /Slots : 140
Subscription (move)  : S-CMBI Operating System : Linux
2 Disgnose and solve problems . x
Subsesiption 1D : O7ed5164-80ef-4125-889¢-Tch5dedef1a0 Zone redundant  : Disabled
7 Events [preview)
Tags (zdit) © TechnicalOwner  Kevin Power 20 Envirenment :
Settings
& Apps CPU Percentage & Memory Percentage & Data In
il Fie system storage
4% Networking n %* ey
4 Scala up (App Service plan) o . g )
I, Scale out (App Semvice plan) o L
2%
1 Properties .
@ Locs "
a
Monitoring o
o aens
sAW B smae uicosen B mmA smaw urcosd sam
i Metrics P B o iy B Imms‘m
fraderaodac ) frisie s et -
& Logs 15.55x 5.2+ 1452

Diagnastic settings
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“) Reset publish profile [ Share to mobile &7 Send us your feedback

Default demain

App Service Plan  : ASP-SCMRISHIBBOLETH-ab0f (B1: 1)

Operating System : Linux

@ Overview

B Activity log

B Access contral (IAM)

¢ Tags

g’ Diagnose and solve problems
@ Microsoft Defender for Cloud

r

Events (preview)

Deployment

=¥ Deployment slots
@ Deployment Center
Settings

I||i Configuration

- & Authentication

@ Application Insights

& Backups
B Custom domains

& Certificates

Settings * Logs FTPS credentials

Use these settings to configure your container app deployment model and regi

Source™ @ Container Registry: Set up your app to pull
() GitHub Actions: Build, deploy, and manage
(O) Azure Pipelines: Configure a robust deploy

Registry settings

Container type | Single Container ~ ]

Registry source | Azure Container Registry hd |

Subscription ID* B v |

Authentication @ Admin Credentials

O Managed Identity

Registry ™ | semrishibbolethcontainerregistry w |
Image ™ | shib-idp v |
Tag* | testing v |
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WAF, Reverse Proxy, Load Balancer

Listeners Listener TLS certificates (Preview)

| Add listener O Refresh

Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a Web
automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules. Learn more about listeners and Web
|/O Search listeners

Name Port Protocol Frontend IP Associated rule

httpslistener 443 HTTPS Public shibbolethhttp

Backend port *

s
shibbolethhttp ] Backend servers cartfcte i ssued by a wellinown CA
Port Protocol &) Yes \) No

hitpbackendsettings 443 Hittps
. Additional settings
Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must

contain a listener and at least one backend target

kie-based affi
O Enable (®) Disable

Rule name [ | .
Edit backend pool Connection draining

Priority * @ ‘ 101 ‘ (O enable (@) Disable
*Listener  *Backend targets Request time-out (seconds) *

E— A backend pool is a collection of resources to which your application gateway can send traffic. A 2
Choose a backend poal to which this routing rule will send traffic. You will also need to specify a set of Backend settings that backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
Gefine the behavior of the routing rule. &f an App Service Onerride bickend path
Target type (® Backend pool () Redirection Name

“ shibbolet Host name
Sackend trget * [ shibboleth_backend | [ e
y e

he Apgplication Gateway sends the same HTTP host header to the backend as it receives from the client. If your

[ ttpbackendsettings v backend application/s a specific host value. you can override it using this setting.

Backend settings * O

Add backend peol without targets

( Yes No Override wit

Backend targets
Use custom probe

1item ®) ves () No

Target type Target
Custom probe *

IP address or FQDN semirishibboleth.azurewebsites net [i -+ shibBolethheaitn
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Enterprise App + Registration

Enterprise Application
SSO - InCommon Dev  SAML-based Sign-on

App Registration

T Upload metadata file ) Change single sign-on mode = Test this application 27 Got feadback?

3 SSO - InCommon Dev | Authentication 2 - B overview

Pl c -~
« R Govieedhad () Deployment Plan Set up Single Sign-On with SAML

XK Diagnose and solve problems

B Ovenview Platform configurations An 550 implen ion based on fed protocols improves security, reliability, and end user experiences and is easier to
& Quickstart implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Le|
) } Depending on the platform or device this application is targeting, additional configuration may be required s MAN3ge more.
7 Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
:|' Properties ) . .
Manage To configure single sign-on. including SAML-based sign-on, try Enterprise applications. Read the configuration guide o for help integrating SSO - InCamman Dev.
Owners
B Branding & properties -+ Add a platform P o
Basic SAML Configuration
D Authentication & Roles and administrators 9 £ Edit
Certificates & secrets Web 8 Users and groups Identifier (Entity 1D} https://scmrishibboleth.azurewebsites.net/idp/shibboleth
iIl Token configuration Redirect URIs N -
o APl permissions The URIs we will accept as destinations when returning authentication responses (tokens) after successfully autt D single sign-on Reply URL (Assertion Consumer Service URL) ~ httpsi//scmiishibboleth.azurewebsites.net/idp/profile/Authn/SAML2/
URIyou sendin the request to the login server should match one listed here. Al referred to 35 eply URLS, Lec POST/550
@ Exposean API restrictions! ® Provisioning Sign on URL Optional

L App roles https://scmrishibboleth.azurewebsites.net/idp/profile/Authn/SAML2/POST/SSO 2 A Relay State [Dpt.mm"\ -
& Owners Logout Url {Optional) Optional
€ Self-service
4. Roles and administrators Add URI
M Manifest e Attributes & Claims & Edit
Security
givenname usergivenname
surname usersurname
e emailaddress usermail
s Permissions name useruserprincipalname

@ Token encryption

Activity
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The TIER Idp Base Image & Configuration

~[J opt

GitHub - docker/shib-idp: Shibboleth IDP >0 certs

. . . ~ 3 shibboleth-id
container construction (internet2.edu) o

~ [J conf

[} access-control.xml

> [ admin

GitHub - [) attributefil
docker/ShibbldP ConfigBuilder Container D attributere
(internet2.edu)

Shibboleth IdP v4.3.1
Tomcat v9.0.16
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https://github.internet2.edu/docker/shib-idp
https://github.internet2.edu/docker/shib-idp
https://github.internet2.edu/docker/ShibbIdP_ConfigBuilder_Container/
https://github.internet2.edu/docker/ShibbIdP_ConfigBuilder_Container/
https://github.internet2.edu/docker/ShibbIdP_ConfigBuilder_Container/

Steps to Configure IdP

Signing and Encryption Tokens

IdP Metadata, entity id

Azure AD Metadata + InCommon Metadata\MDQ
Attributes, Attribute Profile

Transcoding and Claims

Resolution and Mapping

Filter policy

BNTERNETZ 2023 TECHNOLOGY EXCHANGE [21]




IdP Metadata — Signing, Encryption, Entityld

entitylD="https://[HOSTNAME]/idp/shibboleth? mlns="urn:oasis:names:tc:5AML:2.8:metadata™ mins:shibmd="urn:mace:shibboleth:metadata:1.8" xmins:ds=
protocolSupport Enumeration="urn:oasis :names : tc:5AML:2.8: protocol™»
regexp="false"»[org].educ/shi
use="signing"»
Jatap

W IBAGT JAM e X s NiGFwlSMABGCS gESThIDQEBCWUAMBOXE jAQBENY
BAMMC TEYNy 4wl § AUMT AsFweyM ] EwM My ThaFwlyNzEwMj IyMz1zMThaMBQx
E JAQBENVBAMMC T EyNy4wl JAUMTCCAS Tl z 3QADEEE PADE CAQOC
EEEBAMEWOE LhIZk4 L SWhpPEF
SqSARxXCUHwhHEY IEWPSTX 2
g/ dnrtaliixx v
XIBiC42a015, : XYWVHOgJE
xm/ 3 Zy184yY /7y 7655grlsapty
F Mz +VC5Th/ 1kL 3NQP L+Lmjpl \aNZHMFcwNg YDVRBRBCBW L YTIMTI 3L jAu
MC4:xhiBodHRwe zovLzEyNydwl JAUMSO) ve 2hpYmJvbGVeaDAdBgNVHOAEF gOU
OczhfokRkMUgwDQYIKoZ Thvc NAQELBQADgE INYEmixk
95vadaiZccShpDEFSWEEn20bhgB FGMXKNFRAGbIWYd] TogXIs2
kqO+Hz+661 LosezSHIUDT CotHooviwo DX/ Frd 7 t tAyMZ JbDETPI jaTHAK -+ 1 GWoyX
ZThgc2hID01K6]lote+80rSuk+U1 105 vE+ VI 1Y h+LUm2 IwtiNpeVtt23z0kfv
mldb@1HiiRycLYakieVySrmk 1/ sLbbvVwFz I0BQNBI crlDsOgrTOmSQOHjF6
UTQMFMS 21XA++ 837 sGaVMxsGockr JHieQUorwR 17682 IbpDP+ctefqnoB079vsa
DX+ TNd9esE=

00!

= Binding="urn:oasis:names:tc:SAML:2.8:bindings :HTTP-Redirect” Locatiom="https://[HOSTHAME ]/ idp/profile/SAML2/Redirect /550" />
Binding="urn:oasis:names:tc:SAML:2 . 8:bindings :HTTP-POST™ Location="https://[HOSTHAME]/idp/profile/SAML2 /POST/SS07 />
e Binding="urn:oasis:names:tc:SAML:2.8:bindings:HTTP-POST-SimpleSign” Location="https://[HOSTNAME]/idp/profile/SANL2/POST-SimpleSign/550" />
e Binding="urn:oasis:names:tc:SAML:2.8:bindings:S0AP" Location="https://[HOSTHNAME]/idp/profile/SAML2/SOAP/ECP"/ >
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SP Metadata — Signing, Encryption,
AssertionConsumerService

s:mames:tc:SAML:2.8:protocol™>

encryption -
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AzureAD Metadata

SSO - InCommon | SAML-based Sign-on

pload metadata file ) Change single sign-on mode = Test this application | & Got feedback?
L Overview
a AML Certificates
Deployment Plan SAML Certificate:
A Diagnose and solve problems Token signing certificate 5 Edit
Status
Manage Thumbprint c5c4
. Expiration
I} Properties
22 Owners App Federation Metadata Url https://login.microsoftenline.com/fedc7058-dd48-... [
Certificate (Basetd) ownload
ais Roles and administrators Certificate (Ra O
Certificate (Ra
Federation Metada ownload
& Users and groups JFederation Metadata XML Download |
IS Single sign-on I
Verification certificates (optional) .
@ Provisioning Required No o
Active 0
Expired 1]

der id="AzureAD-idp-metadata”
xsi:type="FilesystemMetadataProvider”
metadataFile="/opt/shibboleth-idp/metadata/AzureAD-idp.xml"
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InCommon Metadata - MDQ

vider id="incommon"” xsi:type="DynamicHTTPMetadataProvider™ maoxCocheDuration="PT24H" minCacheDuration="PT18M">
<MetadataFilter xsi:type="SignaturevValidation” requireSignedRoot="true" [certificateFile="%{idp.home}/credentials/inc-md-cert-mdg.pem" /p
¢MetadataFilter xsi:type="RequiredvValiduntil™ maxValidityInterval="P14D" />

<MetadataQueryProtocolilhttps://mdq.incommon.org/k

</MetadataProvider»

C: » Users > jyohnson > Documents > InCommon-metadata.xml

1 <?xml version="1.8" encoding="UTF-8"2><EntitiesDescriptor xmlns="urn:oasis:names:tc:SAML:2.8:metadata” xmlns:alg="urn:casis:names:tc:SAML:metadata:algsupport” xmlns:ds="h
1iAR+Y0+62T4BUQPRWSMnpB1uSqlxgcNurkwhES7y6z JgwMULGl7m7VebereHNtVza2PoeUONEri&ils;
XFdWL awhuuedNxfCaYktc29TITE2162tMbS27BP14YFe78j468+bHOXFhdCOfFbT7G41Vgx6+8udiis ;
iawxPu6iGl8XRbgqClewmx<RmrZ iwt1bDQOr6QUOZgKcsUOfv/@ssXvG5LVcaBHYBuVnkT26udcjals#l3;
NOaxm5SxxcCG7XItAe/ et (23520657 /2X1XzHA==</SignatureValue»<KeyInfo><X509Data><X5089Certificate *MIIDETCCAMMEAWIBAEI JAIR] zvdpkmNaMABGCSqGSTb3DQEBCWUAMFcXCzATBgNVBAYTAIVTMRUWE
EwYDVQOKDAx IbkNvblW1vbiBMTEMxMTAvEgNVBAMMKE 1uQ20tbWOuIEZ17GVyYXRpb24 g TWVEYWRhEH#13 ;
dGEgU21nbmluZyBLZXkwHhcNMTMxM] E2ZMTkZNDUIWhcNMZ CXMFE4MT kzNDUIW ] BXMQswCQYDVQOGEH13 ;
EwJVUz EVMBMGA1UECgwMSWSDb21tb24g TEXDMT EwLWYDVQQDDChIbkNvbW1vbiBGZWR1cmFeaWouds#13 ;
IE11dGFkYXRhIFNpZ25pbmcgS2VSMITBIjANBgkghkiGOweBAQEF AAOCAQSAMITBCEK CAQEABChdEH#13 ;
krn+dG5Z 50 3UIw+xelgNzm8ajw? / FygRQ1SjDALTg2WCd 1 jOrYGNnVZMCTT I toXTSpgdrXxHOs&#13 ;
ykeNiYRu2+@82uMS+1pnBgWjzdPIEGod+q8EbdvEEShimjyNneyQfGyQKCNdYuc+75MIHsaI0AELDEH#13 ;
ZUST95d40el1zRjV2s6vUd+] FHveUAhRc@b+IEZFIEUq/ LIU9qxm/+gFaawlmojZPyOWZ1] 1swbrés#l3 ;
rIYYynl@qgnIvihogZWXK jmPxqvHKIcATPhAh2gWGabWTXBICckMelhrHC1/vbDLCmz8/0YuoaSDEs#13 5
ZP6ZE9YSA/ xCplaHAEmoC1Vs 2H5MO0G] ewIDAQABO1AWT JAdBENVHQAEFgQUS1joYLUSZQ6KT SkP&#13 ;
gVpyQ2N/1PswHWYDVREjBBgWFoAUS1jOYLUSZQ6K7 SkPEVpyQ2N/ 1P swDAYDVRETBAUWAWER / ZANEH#13 ;
BgkqhkiGowdBAQsFAADCAQEAaQKEXSxvalUtePNLVHMEXXQPedCPWSxQBd2VhOsWPYs pRAOSNbU1&#13 ;
V1oY+xUkUKorYTogKUY1g+uh2gDIEazWeuZZaQviWPp8xdxigDhoen5Use6lszEc+Lj3dqdxWkXRRE&HL3 ;
qEbjhBFh/utXaeyeS0taX65GwD5svDHNIBClAGkzeRIXgxmYG+I2zMm/ JYGzEnbwToyC7y FEQ8cQ&#13 ;
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Attribute Transcoding Docker Container

~ [ attributes

[ azureclaims.xml

<import resource="inetOrgPerson.xml”™ f/>
<import resource="eduPerson.xml"™ />
<import resource="eduCourse.xml"™ /> default-rules.xml
<import resource="schac.xml"™ /»
<import resource="samlSubject.xml™ />

custom

eduCourse.xml

eduPerson.xml

<import resource="azureClaims.xml™ /> inetOrgPerson.xml

</beans> .
samlSubject.xml

schac.xml
<bean parent="shibboleth.TranscodingRuleLoader”>

<constructor-arg>
<list>

<property name="properties">
<props merge="true">
<prop key="1id">azureName</prop>
<prop key="transcoder”»SAML2ScopedStringTranscoder</prop»
<prop key="saml?.name”>http://schemas.xmlsoap.org/ws/2885/85/identity/claims/name</prop> ¢ example@abcedu
<prop key="saml2.nameFormat">urn:oasis:names:tc:SAML:2.8:attrname-format:unspecified</prop>
<prop key="displayName.en" »Name</prop>
<prop key="description.en"»Azure UPN of an account expected to be scoped thus transcoded that way</prop»
</props>
<fproperty>»
£/bean>
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Attribute Resolution (Derived Attributes)
Re-ID Azure claims, and make them available to Shibboleth

ace:shibboleth:2.8:resolver”
"http: //www w3 81/XMLSchema-instance”

<AttributeDefin xsi:type="SubjectDerivedAttribute”
forCanonicalization="false"
id="mail"
principalAttributeName="azureEmailaddress™ />

Kattributel xs1i:type="SubjectDerivedAttribute”
forCanonicalization="false"
id="displayMName"
principalAttributeName="azureDisplayname” /D

¢AttributeDefinition xsi:type="SubjectDerivedAttribute”
forCanonicalization="true"

* example@abcedu id="canonicalNameToUseForJoin"

principalAttributeName="azureName" />

ubject” exportAttributes= : reEmailaddress

[27]
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Attribute Release
Release FROM Azure TO Shibboleth

<AttributeFilterPolicy id="FilterPolicyObject-Proxy-FromAzure-byIssuer-Type™>
<PolicyRequirementRule xsi:type="Issuer” value="https://sts.windows.net/fcdc7858-dd48-4a81-96b6-281159ae72e8/™

<AttributeRule attributeID="azureDisplayname” permitAny="true" />
<AttributeRule agttributeID="azureGivenname” permitAny="true" />
<AttributeRule attributeID="azureSurname"” permitdny="true” />
<AttributeRule agttributeID="azurefuthnmethodsreferences” permitAny="true" />
<AttributeRule agttributeID="azureldentityprovider” permitAny="true" />
<attributeRule gttributeID="azureTenantid” permitaAny="true” />
<AttributeRule aitributeID="azureEmailaddress™ permitAny="true" /> “ “
¢AttributeRule attributeID="azureObjectidentifier” permitAny="true" /> <AttributeFilterPolicy id="releaseToInCommon">
<AttributeRule attributeID-"azureAssurance” permitAny="true" /> <PolicyRequirementRule xsi:type-"EntityAttributeExactMatch”
<attributeRule attributeID="azureAffiliation™ permitAny="true” /> attributeName="http://macedir.org/entity-category”
<AttributeRule attributeID="azureName"> attributeValue="http://id.incommon.org/category/registered-by-incommon™/>
<PermitValueRule xsi:type="Scope" value="cmh.edu" ignoreCase="true" <AttributeRule attributeID="eduPersonPrincipalName">
</AttributeRule> <PermitValueRule xsi:type="ANY" />
</AttributeFilterPolicy> </AttributeRule>
<AttributeRule attributeID="eduPersonScopedAffiliation™>
<PermitValueRule xsi:type="ANY" />
</AttributeRule>
<AttributeRule attributeID="givenName">
<PermitValueRule xsi:type="ANY" />
</AttributeRule>

. . <AttributeRule attributeID="sn">»
Release FROM Shlbb0|eth TO Relylng Pa. y <PermitValueRule xsi:type="ANY" />
</AttributeRule>
(I ncommon) <AttributeRule attributeID="displayName">
<PermitValueRule xsi:type="ANY" />
</AttributeRule>
<AttributeRule attributeID="mail">
<PermitValueRule xsi:type="ANY" />
</AttributeRule>
<fAttributeFilterPolicy>

<!-- At release all SPs >

INTERNET2 2023 TECHNOLOGY EXCHANGE




Canonicalization

<AttributeDefinition xsi:type="SubjectDerivedAttribute”

Ffor-Canonicalization="trus"
id="canonicalNameToUseForloin”
principalAttributeName="azureName"” />

¢util:list id="shibboleth.cl4n.attribute.AttributesToResolve">

<valuer»canonicalNameTolUseForJoin< valuss»

¢futil:1list>

<util:list id="shibboleth.cl14n.attribute.AttributeSourcelds™>»
< ie>canonicalNameTolUseForJoin</value>

<futil:1list>
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Reverse Proxy, SSL Termination, Header Forwarding

<?xml version='1.8" encoding='utf-8"2>

<Server port="8005" shutdown="SHUTDOWN">
¢Listener className="org.apache.catalina.core.AprLifecycleListener™ SSLEngine="on" />
<Listener className="org.apache.catalina.core.JreMemorylLeakPreventionlListener” />

<Service name="Catalina”»
<Connector
protocol="org.apache.coyote. httpll.HttpllNioProtocol™
port="443" maxThreads="2080"
scheme="https"” secure="true" SSLEnabled="true"
keystoreFile="/opt/certs/keystore.jks" keystorePass="
clientAuth="false" c<lProtocol_"TLS"/>
<Connector
port="8680" maxThreads="158"
enablelookups="false” connectionTimeout="28008" />

<Engine name="Catalina” defaultHost="localhost™>
<Host name="localhost™ appBase="webapps" unpackWARs="true" agutoDeploy="true">
<Valve className="org.apache.catalina.valves.RemoteIpValve"/>
<Valve className="org.apache.catalina.valves.AccesslogValve” directory="logs"
prefix="1localhost_access_log." suffix=".txt"
pattern="combined” />
<Valve className="org.apache.catalina.valves.ErrorReportValve” showReport="false" showServerInfo="false" />
</Host>»
</Engine>
Toervices

</Server>

INTERNET2 2023 TECHNOLOGY EXCHANGE




DEPLOYMENT

AND FEDERATION




Build + Deployment

Login And Set Subscription

az login
az account set --subscription $SUB

Login to ACR (Azure Container Registry)

@ Deployment Center

. . . . . Settings
az acr login --name scmrishibbolethcontainerregistry :

Authentication

Build and Push Shibboleth Image to ACR P

Custom domains
& Certificates
docker build . -t "scmrishibbolethcontainerregistry. recr.io/shib-idp:testing”
docker push "scmrishibbolethcontainerregistry.azurecr.io/shib-idp:testing
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ation Insights

Settings
Use these settings to
Source*
Registry settings

Container type

Registry source

Subscription ID*

Authentication

Registry *

Image*™

Tag™
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Validation

id="TestsP
xsi:type="EntityAttributeExactMatch” wvalue="https://[TESTHOST]" />

attributeID="eduPersonPrincipalName" >
e xsi:type="ANY" />

"eduPersonAssurance” >
MIIDBOCCAeygAwIBAGIJAMEXSNiGFwOSHMABGCSGGSIb3DQEBCWUAMBQXE JAQBENV BAMMCTEyNydwlL JAUMTA le x'_:'i.:type ANY™ />
BEEBAMXWQE 1h 1 Zk4L SWhpPE Fc I TVWGQ/B3qbauuR17RYDb+hTXSwIm 7 jpAkmPsZ SqSARXCUHWhHOYEWPSTXZC98LUS 155YFDgrrdEs:
XIBiC428015AbscKRs INDS/VF J0B/CIXSDVNSr41C35aF tUfOVIATRItXYVHOEIE xm/JheTdBYI16AaZy104Y/73y@9xDItErKoiack]
MC4xhiBodHRwe zovLzEyNy 4wl JAUMSIpZHAVC 2hpYmIvbGVEaDAdBENVHOIEFEQU V4 brF6MASTG]cOczhfoKRKMUGWDQYIKoZThve
kg9 #Hz466t LosezSHSUDTCxtbxvimoDX/ frAi7 ttAyMZ JbDETPIjaTHAK+916HoyX Zhge2hIDOIK6Lote BDr SukUI1DSVEQIVI4UYL
UVQ‘\H!)Z].XAHc!i_sbxmxsboclrjﬂmQUorwﬂl 260gIbpDP4ctefqnoB079VSa DEX+TNd9esE=

attributeID="eduPersonScopedAffiliation™>
si:type="ANY" f>

kHps//localhost

MIIDBOCCAeygAWIBAGTIAM+XsNiGFwWOSMABGCSGGS Tb3DQEBCWUAMBOXE JAQBENY BAMMCTEyNy4wl JAUMTAY
BEEBAMXWQE 1hIZk4L SWhpPE fFCITVWGQ/ B3qbauuR17RYDb+hTXSwOm 7 jpAkWPsZ SqSARXCUHWhHOV i EWPSTXzc9BLUS]1j5YFDgrrdEs
XIBiC42201SAbscKRs1NDS/VFJoB/! SDVNSr41C3saF tUfOVIATRItXYVHOEIE xm/JheIdBYI16AaZy184Y/71y@89xDItErKoiack]j
MCaxhiBodHRwc zovLzEyNydwl JAUMSIpZHAVC 2hpYmIvbGVBaDAdBENVHQIEFgQU VA jbrF 6MASmFGLcOczhfokRKMUWDQYIKoZThvcl
kq9+Hz466t105ezSHSUDTCxHxvwwoDX/ frAi7ttAyMZ jbDETP I jaIHAK+01 6hoyX gczhJDOll((:lotewDrsuhUJlevbQovsclUYl
UTQMFMS21XA++c83ZsGxWMxsGocKrjHieQUorwR1260gIbpDP+ctefqnoB079VSa DEX+TNd9esE=

Index of /

* images’
* secure ‘Welcome

MIIDBOCCAeygAwIBAGIJAOSOZ VHdﬁerO(:(iq(ﬁIlHDQFﬂ('uUMBQxFJAQBgNV BAMMCTEyNy 4wl JA\.MTA
gg(mln&mqﬁwt Lo@BAZtTEOSRta) 2Vv67HUXRNbF NS/ 7ﬂlpukol\ﬂg‘(‘4]wkyﬂv MaJTr rsyRA1IMKLXG/CQIVAT f7P5bi2LAWNAbXCO7n!
COUAUHMUrKGVSXNF7NFXzb@1Cy1 jX3VWGNF Scdn6rQhxEfesnJOnZXFm/FGBInGz /95QyArhK3uqRBLSSMz1nowMBy 7WQNMxX 5 ! .
MC4xhiBodHRwezovL zEyNy 4wl JAUMSOpZHAVC 2hpYmIvbGV@aDAdBENVHQIEFgQU DgOOF /mAddLP618yiuXkMTYy2 IUNDQYIKoZIhvc Attributes
aQyg08gbtsoMgxShkokSudXxUBoIBwxPr7YT09i4a/AaTh1PFpqdiiNIXRIrJiXN OCc/0d3KPdhIL jkZGD3RSKApLFAIbrBIPfadgasa:
KU:;»:HL9’-3xuU(IKu/quKQ:QYMJwtZTq/R(tsISqw,"BkgszBDYtsSixqﬂvd)vqa Séls(DGgiwo:

eduPersonPrincipalName: jtjochnson@emh edu
eduPersonScopedAffiliation: member@embh edu
displayName: Johnson, Jared, T

givenName: Jared

sn: Johnson
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Federation Manager

Add a New Identity Provider

EntitviD: htips,//iam.research.childrensmercy.org/idpyshibboleth
Scope:  cmh.edu

Entity ID and Scope Contacts

Contacts

Contact Type Name
User Interface

Elements.

Administrative

Error URL
Technica |

IdP S50 Settings &

Security

Signing/Encryption

Administrative

INTERNET2 2023 TECHNOLOGY EXCHANGE

Email

r entityID=-"https://iam.research.childrensmercy.org/idp/shibboleth”>

“https://incommon.org”/>

Name="http://macedir.org/entity-category-support” NameFormat="urn:oasis:names:tc:SAML:2.8:attrng
lue>http://refeds. f earch-and-scholarship 11 lue>

Name="urn:oasis:names:tc:SAML:attribute:assurance-certification” NameFormat="urn:oasis:names:tc
lue>https: feds.org,

Name="http://macedir.org/entity-category” NameFormat
lue>http://id.incommon.org/category/registered-by

errorURL="https://iam.research.childrensmercy.org/pages/error.html™ protocolSupportEnumeration="u
e regexp="false">cmh.edu</shib
City</mdui:Di ne>
a leading independent children's
i . childr t /m
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Debug Logging — LogLevel Config

1 version="1.8" encoding="UTF-2"2»

onfiguration>»

riable file="%{idp.home}/conf/idp.properties” />

riable name="idp.
riable name="1idp.
riable name="idp.
riable name="idp.
riable name="idp.

riable name="idp.
riable name="idp.
riable name="idp.
riable name="idp.
riable name="idp.
riable name="idp.
<variable pame="1idp.

logfiles”

value="%{idp.logfiles:-3{idp.home}/logs}" />

loghistory” value="%{idp.loghistory:-1881" />

loglevel.
loglevel.
loglevel.
loglevel.
loglevel.
loglevel.
loglevel.
loglevel.
loglevel.
loglevel.

BNTERNETZ 2023 TECHNOLOGY EXCHANGE

idp" value="%{idp.loglevel.idp:-DEBUG}" />

ldap” value="%{idp.loglevel.ldap:-WARN}" />

messages” value="%${idp.loglevel messages:-INFO}" [>
encryption”™ wvalue="${idp.loglevel.encryption:-INFO}" />
opensaml” value="%${idp.loglevel.opensaml:-INFO}" />
props" value="%${idp.loglevel.props:-INFO}" />
httpclient™ value="$%${idp.loglevel.httpclient:-INFO}" />
spring” value="%{idp.loglevel _ spring:-ERROR}" />
container” value="$%${idp.loglevel.container:-ERROR}™ />
xmlsec” value="%${idp.loglevel.xmlsec:-INFO}" />
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Debug Logging — File System

scmrishibboleth | Log stream

Reconnect ) Copy Pause * Clear

[org. opensam] saml.metadata.resolver.impl. AbstlactRe]oaquMetadataResohel 396] - Metadata Resolver Filesys

provider ‘/opt/shibboleth-idp/metadata/TestSP.xml' will occur on *2023-09-04T00:04:41.556549Z2" ('2023-09-047(}
anced Tool 2023-09-03T21:04:41.641845228Z shib-idp;idp-process.log;dev;nothing;2023-09-03 21:04:41,640 - - INFO K

[mg opensam].saml].metadata.resolver.impl. Abstra(tRe]oaquﬂetadatakeso]vel :366] - Metadata Resolver Filesys e
API */opt/shibboleth-idp/metadata/AzureAD-idp.xml1" has not changed since last refresh
2023-09-03721:04:41.644786855Z shib-idp;idp-process.log;dev;nothing;2023-09-03 21:04:41,643 - - INFO
[org.opensaml.sam].metadata.resolver.impl.AbstractReloadingMetadataResolver:396] - Metadata Resolver Filesystifd]
or metadata provider '/opt/shibboleth idp/mctadata/AzurcAD idp.xm1* will occur on "2023-09-04T00:04:41.64173

home/LogFiles/2023_09_03_1wlsd1wk0004L0_docker.log (https://scmrishibboleth2.scm.azurewebsites.net/api/vfs APl Management
2023-09-03T700:33:18.564Z INFO -

home/LogFiles/2023_09_04_1wlsd1wk0004L0_default_docker. log AP definition
(https://scmrishibboleth2.scm.azurewebsites nel/ap|/vfs/log(—|'|es/)023 09_04_Twlsd1wk0004L0_¢ defau'll do(kel To
2023-09-04T09:04:41.6025244302 shib-idp;idp-process.log;dev;nothing;2023-09-04 09:04:41,578 - -

[org.opensam] .saml.metadata.resolver.impl. AbstlactRc|oad1onctadataResolvcv 366] Metadata Resolvcr Filesys tEes
1dp/metadata/TestSP.xml" has not changed since last refresh

2023-09-04T09:04:41.602579234Z shib-idp;idp-process.log;dev;nothing;2023-09- 04 09:04:41,596 - - INFO

Monitoring

KB Alert

il Metric

[org.opensaml.saml.metadata.resolver.impl. AbstlnctRcloaquﬂlctadatakcsolvcl 6] Metadata Resolver Filesy: ; =
provider /()pl/\hﬂ)bo]?”k|(1p/mt‘\ddd\d/TPs(§P xml' will occur on '2023-09- Odﬂ? 04:41.5819252"' ('2023-09- 04T1 F 1 use 13 Mo FTP/de
v 2023-09-04T09:04:41.6487335712 shib-idp;idp-process.log;dev;nothin 023-09-04 09:04:41,647 - - INFO
[org.opensam].sam].metadata.resolver.impl. Abstla(tRc]oaquMetadataRcsolvcr 366] - Metadata Resolver Filesys
® Advisor recommendation: "/opt/shibboleth-idp/metadata/AzureAD-idp.xml1" has not changed since last refresh FTP
2023-09-04709:04:41.651788999Z shib-id| |dp process.log;dev;nothin 023-09-04 09:04:41,648 - - INFO
[org.opensaml.saml. mctadata resolver.im »\batvactRc1oaquMctadataRgsolvu 396] Mctadata Resolver r1lcsy
or metadata provider '/opt/shibboleth- ldp/mNadata/A/ureAD idp.xm1' will occur on '2023-09-04T12:04:41.64787 -
2023-09-04712:04:41.6107939082 shib-idp;idp-process.log;dev;nothin 023-09-04 12:04:41,587 - - INFO FTPS
[org.opensam].saml.metadata.resolver. mxp] Abs[lactke'loaquMetadataRcso]vel 366] - Metadata Resolver Filesys
idp/metadata/TestSP.xm]1" has not changed since last refresh
B>023-09-04T12:04:41.632815976Z shib-idp;idp-process.log;dev;nothing;2023-09-04 12:04:41,631 - - INFO I,
[org.opensam].sam].metadata.resolver.impl. Abs[lactkc]oaquMLtadntaReso]vm 396] - Metadata Resolver Filesyst AOVISOT reco endations
provider ‘/opt/shibboleth-idp/metadata/TestSP.xml' will occur on '2023-09-04T15: 1.593300z" (' 70)3 09- 04‘[1
2023-09-04712:04:41.650861796Z shib-idp;idp-process.log;dev;nothing;2023-09-04 12:04:41,648 - - 1IN
Automation [org.opensam].saml.metadata.resolver \mp] AbsuduReloddmgMeLaddldReso]ve: 366] - Metadata Resolver Filesys
*/opt/shibboleth-idp/metadata/Azure dp.xml’ has not changed since last refresh
2023-09-04T12:04:41.662175699Z shib-idp; idp-process.1og; dev;nothing;2023-09-04 12:04:41,650 - - INFO
[org.ouensaml.samLmetadala resolver. \mp] Ahsua(lRe]oaquMe(addtheso]veu 396] - Me[ddatd Resolver Filesys
% Export template or metadata provider '/opt/s| hibboleth idp/metadata/AzureAD-idp.xml1" will occur on ‘2023-09-04T15:04:41. 6485‘i
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Debug Logging — Application Insights

scmrishibboleth | Application Insights

Web App

|,'0 Search | &

~  Enable Application Insights without redeploying your code

Settings

@ New Query 1+ + O e
Conﬁguratlon -] Select scoj Time range : Last 24 hours B save v |I# Share ¥ - Newalerirule '~ Export v P Pinto v Format qu
L Tables  Queries « 1 Emmes
& Authentication
@ Application Insights
- T~ Collapse all
Identity
Favorites
You can add favorites by clicking on Results  Chart
the W icon —
timestamp [UTC] T4 message severityLevel itemType customDimensions
+ Application Insights
> 9/4/2023, 1:59:50.050 PM Metadata Resolver FilesystemMetadataResolver AzureAD-i 1 trace {"LoggerName":"org.opens.
v B availabilityResults
- > 9/4/2023, 1:59:50.050 PM Metadata Resolver FilesystemMetadataResolver AzureAD-id. 1 trace {LeggerName™"org.opens
» B browserTimings
> 9/4/2023, 1:55:49.878 PM Metadata Resolver FilesystemMetadataResolver TestSP: Nex. 1 trace {"LoggerName""org opens
» B customEvents
= > 9/4/2023, 15549577 PM Metadata Resolver FilesystemMetadataResolver TestsP: Met.. 1 trace {'LoggerName™"crg.opens
» B customMetrics
& o > 0/4/2023 10:59:50048 AM  Metadata Resolver FilesystemietadataResolver AzureAD 1 trace {"Loggerame": crg.opens
» ) dependencies
> , 10:58:50.049 AM Metadats Resolver FilesystemidetadataResolver AzureAD-i 1 trace {LoggerName™"org.opens
» B exceptions
v & > . 10:59:49877 AM  Metadsta Resolver FilesystemietadataResolver TestsP: Met.. 1 trace {'LoggerName™"crg.opens
y B parformancaCountars > 9/4/2023, 10:59:49.877 &AM Metadata Resolver FilesystemMetadataResolver TestSP: Nex. 1 trace T jgerName™:"org.opens.
» B requests > 9/4/2023, 10:25:01.586 AM Metadata Resolver FunctionDrivenDynamicHTTPMetadataR.. 1 trace {"LeggerName™"org.opens
» B traces > 9/4/2023, T:59:50.047 AM Metadata Resolver FilesystemMetadataResolver AzureAD 1 trace {"LoggerName"“org opens
> 50047 AM Metadata Resolver FilesystemMetadataResolver AzureAD-id.. 1 trace [LoggerName™"org.opens
> 0/4/2023, T:5C40876 AM Metadata Resolver FilesystemidetadataResolver Testse: Met., 1 trace {'Loggeriame": crg.opens
> 9/4/2023 T:SE49.876 AM Metadata Resolver FilesvstemMetadataResolver TestSP: Nex.. 1 trace LeaoerName™"ora.opens
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CONFIG TEMPLATES




global.xml

<?xml version="1.0" encoding="UTF-8"2?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:context="http://www.springframework.org/schema/context"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
http://www.springframework.org/schema/c"
‘http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocatio ttp://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd
http://www.springframework.org/schema/context
ramework.org/schema/context/spring-context.xsd

http://www.springframework.org/schema/util
http://www.springframework.org/schema/util/spring-util.xsd"

http://www.spring

default-init-method="initialize"
default-destroy-method="destroy">

<util:list id="shibboleth.cl4n.attribute.AttributesToResolve">

<value>canonicalNameToUseForJoin</value>

</util:list>

<util:list id="shibboleth.c14n.attribute.AttributeSourceIds">
<value>canonicalNameToUseForJoin</value>

</util:list>

<bean id="shibboleth.authn.SAML.discoveryFunct
‘shibboleth.Functions.Constant"

c:target="[AZURE REGISTRATION HOST]" />
</beans>
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metadata-providers.xml

:md="urn:oasis:names:tc:SAML:2.0:metadata"
alg="urn:oasis:names AML :metadata:algsupport”
org/2000/09/xmldsigh"
http://waw.w3.org/2009/xmldsigl1#"
http://www.w3.0rg/2001/04/xmlench"
xmlns:enc11="http://www.w3.org/2009/xmlenc1l#"
xmLns:xsi="http://wew.w3 01/XMLSchema-instance”
2.0:metadata
sd
ecurity
/shibboleth.net/schema/idp/shibboleth-security.xsd
AML:2.0:assertion http://docs.oasis-
sertion-2.0.xsd
ames : tc : SAML metadata http://docs.oasis-
.org/security/saml/v2.0/saml-schema-metadata-2.0.xsd
etadata:algsupport
://docs .oasis-open.org/security/saml/Post2.0/sstc

saml-metadata-algsupport-
.0.xsd

http://www.w3.0rg/2000/09/xmldsig#
+//www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema
+/ /www . w3 . org/

/v w3 1-schema.xsd

Ihttp://waw.w3.org/TR/xmlenc-core/xenc-schema.xsd
http://waw.w3.0rg/2009/xmlenc11#
http://waw.w3.0org/TR/2013/REC-xmlenc-corel-20130411/xenc-schema-11.xsd"
sortkey="1">

<MetadataProvider id="incommon" xsi:type="DynamicHTTPMetadataProvider”
maxCacheDuration="PT2aH" minCacheDuration="PT10M">

taFilter xsi:type

) ignaturevalidation” requireSignedRoot="true"
certificateFil

nd-cert-mdg. p
taFilter ype="RequiredValidUntil" maxValidityInterval
<MetadataQueryPro
tadat. ider
<MetadataProvider id="AzureAD-idp-metadata”
ype="FilesystenMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/AzureAD-idp.xml"
taProvider>
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Idp-metadata.xml

iptor entityID shibboleth urn:oasis:nam ML:2.0:metadata
urn:mace: shibboleth:metadata:1.e! . w3..0rg/2006/09/xmldsig

oLSupportEnuneration="urn:o0asis:nanes: tc:SANL:2.0: protocol”

XseoData>
XseoCertificate>
KEY

rtificate>

Binding="urn:oasis :names: tc:SANL:2.0:bindings:HTTP-Redire
[HOST)/1dp/profile

Binding="urn:oasis:nanes:

[HOST1/1dp/profile/SAML2/POST

e Binding="urn:0asis:nanes: tc:SAHL:2.0:bindings :HTTP-PO

Location="https://[HOST]/idp/profile/SAML2/POST-Sinplesign/SS0"/>

nglesignon i SaML:2

0:binding

AP /EC

tocol SupportEnumeration="urn:oasis:nam 0:prot:

signing">

rtificate
ENCRYPTION KEY
segcertificate>

Data>

ce Binding="urn:oasis:name

dp Authn
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subject-c1l4n.xml

. pringfr hena/beans
http:/ /uass. sprin rk.org/schena
1L="http: /. springFranework. ong/schema/ut11
ringfranework.ong
" nework. org/schena/c

ingframework. org,

shibboleth.PostLoginsubjectCanonicalizat ionFlo

ansforn

shibboleth.p: eTransfornFornats*>
sluesurn:oasis:nanes:te:s name1d-format:unspeciFlede/value>
aluesur nanes tc name1d-format:enailaddre:
sluesurn:oasis:nane: 11 ——
rn:0asis:nane: Dowatnqual i 1edNane:

urn:oasis:nanes:tc

hibboleth. ProxyNameTrans formPred: shibboleth. Conditions.ProxyAuthent:

r-arg nane-"collection

11211
t id="shibboleth.

n="can/SAML2Tran

CL4n/SAMLITransient”
toTransient
sauL2Transforn

SanLITransforn” />

sformFormats™>
Linameid-format :unspecifiede/valu
<valuesurn:oas: 1.2:namedd- format :enai 1addre:
sluesurn:oasis:nanes: te:SAMLI1. 1:nameld- format bjectNanec/value>
3Luesurn:oasis:nanes: tciSANLE1 . 1:nameid- format:uin rainQual i fiedNanec

6:nanei - format ker Lue>

sean {d="shibboleth. NaneTransfornPredicate t1ons. Relyingrartyd

constructor-arg name-"candidates

Shibboleth.NameTransform
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attribute-filter.xml

a/idp/shibboleth-afp.

uteExactMatch
-.org/entity-c

tributeRule attribute

Ru.
tributeRule attribu o
ermitvalueRule xsi:type

ule attribu mail’>
ermitvalueRule xsi:type="AN
ibuteRule:

Fi

rPolicy 1
quirementRule x

teribut. y
1d. incommon. org/category/registered-by-incon

duPersonPrincipalName”>

ANY

icy id="FilterPolicyobjec
ementRule xsi:type
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attribute-resolver.xml

<?xml version="1.0" encodin
<Attribut solver
xmLns="urn:mace:shibboleth:2.0:resolver"
xmLns :xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalocation="urn:mace:shibboleth:2.0:resolver
http://shibboleth.net/schema/idp/shibboleth-attribute-resolver.xsd">
<AttributeDefinition xsi:type="SubjectDerivedAttribute”
forCanonicalization="false"
id="mail"
principalAttributeName="azureEmailaddress” />
<AttributeDefinition xsi:type="SubjectDerivedAttribute"
forCanonicalization="false"
id="displayName"
principalAttributeName="azureDisplayname” />
<AttributeDefinition xsi:type="SubjectDerivedAttribute"
forCanonicalization="false"

principalAttributeName="azureSurname" />
<AttributeDefinition xsi:type="SubjectDerivedAttribute"
forCanonicalization="false"
id="givenName"
principalAttributeName="azureGivenname" />
<AttributeDefinition xsi:type="SubjectDerivedAttribute”
forCanonicalization="false"
id="eduPersonTargetedID"
principalAttributeName="azureObjectidentifier” />
<AttributeDefinition xsi:type="SubjectDerivedAttribute"
forCanonicalization="false"
1d="eduPersonAssurance”
principal AttributeName="azureAssurance" />
<AttributeDefinition xsi:type="SubjectDerivedAttribute"
forCanonicalization="false
id="eduPersonPrincipalName"
principal AttributeName="azureName" />
<AttributeD i:type="SubjectDerivedAttribute"
forCanonicalization="false"
id="eduPersonScopedAffiliation"
principalAttributeName="azureAffiliation" />
<AttributeDefinition xsi:type="SubjectDerivedAttribute”
forCanonicalization="true"
1d="canonicalNameToUseForJoin"
principalAttributeName="azureName" />
<Da nnector id="passthroughAttributes" xsi:type="Subject" exportAttributes="azureName
azureEmailaddress

azureDisplayname azureGivenname azureSurname azureTenantid azureObjectidentifier
azureIdentityprovider

azureAuthnmethodsreferences azureAssurance azureAffiliation” />
</At
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default_rules.xml

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:context="http://www.springframework.org/schema/context"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xmlns:c="http://www.springframework.org/schema/c"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd
http://www.springframework.org/schema/context
http://www.springframework.org/schema/context/spring-context.xsd
http://www.springframework.org/schema/util
http://www.springframework.org/schema/util/spring-util.xsd"

default-init-method="initialize"

default-destroy-method="destroy">
<import resource="inetOrgPerson.xml" />
<import resource="eduPerson.xml" />
<import resource="eduCourse.xml" />
<import resource="schac.xml" />
<import resource="samlSubject.xml" />
<import resource="azureClaims.xml" />

</beans>
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logback.xml
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Idp.properties

.searchForProperties=true
.additionalProperties=/credentials/secrets.properties
.entityID=https://[HOST]/idp/shibboleth

.scope=[SCOPE (e.g. *.edu)]

.csrf.enabled=true
.sealer.storeResource=%{idp.home}/credentials/sealer. jks
.sealer.versionResource=%{idp.home}/credentials/sealer.kver
.signing.key=%{idp.home}/credentials/idp-signing.key
.signing.cert=%{idp.home}/credentials/idp-signing.crt
.encryption.key=%{idp.home}/credentials/idp-encryption.key
.encryption.cert=%{idp.home}/credentials/idp-encryption.crt
.encryption.config=shibboleth.EncryptionConfiguration.GCM
.trust.signatures=shibboleth.ExplicitKeySignatureTrustEngine
.trust.certificates=shibboleth.ExplicitKeyX509TrustEngine
.Sstorage.htmlLocalStorage=true
.session.trackSPSessions=true
.session.secondaryServiceIndex=true

.bindings. inMetadataOrder=false
.ui.fallbackLanguages=en,fr,de

.audit.shortenBindings=true
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authn.properties

idp.authn.flows = SAML
idp.authn.External rnalAuthnPath = contextRelative:external.jsp
.authn.SPNEGO. supportedPrincipals \
saml2/urn:oasis:names:tc:SAML:2. :classes:Kerberos, \
samll/urn:ietf:rfc:1510
v.authn.X509. supportedPrincipals =
saml2/urn:oasis:names:tc:SAML:2. c:classes:X509, \
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, \
samll/urn:ietf:rfc:2246
). authn.X509Internal . supportedPrincipals = \
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:X509, \
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, \
samll/urn:ietf:rfc:2246
. authn. IPAddre supportedPrincipals = \
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol
idp.authn.Duo. supportedPrincipals = \
saml2/http://example.org/ac/classes/mfa, \

samll/http://example.org/ac/classes/mfa
.authn.SAML.nonBrowserSupported

0.authn.
.authn.SAML. forcedAuthenticationSupported = true
v.authn.SAML. xyScopingEnforced = true
.authn.SAML.a C uired = true
.supportedPrincipals =
asis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport, \
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:Password, \
samll/urn:oasis:names:tc:SAML:1.0:am:password, \
https://refeds.org/profile/mfa
.authn.MFA. supportedPrincipals =
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol, \
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport, \
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:Password, \
samll/urn:oasis:names:tc:SAML:1.0:am:password
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server.xml

<?xml version='1.0' encoding="utf-8'?>
<Server port="8005" shutdown="SHUTDOWN">

<Listener className="org.apache.catalina.core.AprLifecyclelListener"
SLEngine="on" />

<Listener classNam g.apache.catalina.core.JreMemoryLeakPreventionListener" />

<Service name="Catalina">
<Connector
protocol="org.apache.coyote.httpll.HttpliNioProtocol"
port="443" maxThreads="200"
scheme="https" secure="true" SSLEnabled="true"
keystoreFile="/opt/certs/keystore.jks" keystorePass="[PWD]"
clientAuth="false" sslProtocol="TLS"/>
<Connector
port="8080" maxThreads="150"
enablelookups="false" connectionTimeout="20000" maxHttpHeaderSize="65536"

<Engine name="Catalina" defaultHost="localhost">
<Host name="localhost" appBase="webapps" unpackWARs="true"
lautoDeploy="true">
<Valve className="org.apache.catalina.valves.RemoteIpValve"/>
<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="1logs"
prefix="localhost_access_log." suffix=".txt"
pattern="combined" />
<Valve className="org.apache.catalina.valves.ErrorReportValve"
lshowReport="false" showServerInfo="false" />
</Host>
</Engine>
</Service>
</Server>
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deployment.psl

wn

@z account set --subscription $SUB

az acr login --name $ACR

docker build . -t "$ACR.azurecr.io/shib-idp:testing"
docker push "$ACR.azurecr.io/shib-idp:testing"

[48]



	Slide 1
	Slide 2: Table of Contents 
	Slide 3
	Slide 4: SAML 2 Key Concepts
	Slide 5: Identity\Service Provider
	Slide 6: Metadata
	Slide 7: AuthNRequest
	Slide 8: Response + Assertion
	Slide 9
	Slide 10: Cloud Key Concepts
	Slide 11: App Service
	Slide 12: Virtual Network
	Slide 13
	Slide 14: Overall Architecture 
	Slide 15: Resource Framing
	Slide 16: Compute Resources
	Slide 17: WAF, Reverse Proxy, Load Balancer
	Slide 18: Enterprise App + Registration
	Slide 19
	Slide 20: The TIER Idp Base Image & Configuration
	Slide 21: Steps to Configure IdP
	Slide 22: IdP Metadata – Signing, Encryption, EntityId
	Slide 23: SP Metadata – Signing, Encryption, AssertionConsumerService
	Slide 24: AzureAD Metadata
	Slide 25: InCommon Metadata - MDQ
	Slide 26: Attribute Transcoding
	Slide 27: Attribute Resolution (Derived Attributes)
	Slide 28: Attribute Release
	Slide 29: Canonicalization
	Slide 30: Reverse Proxy, SSL Termination, Header Forwarding
	Slide 31
	Slide 32: Build + Deployment
	Slide 33: Validation
	Slide 34: Federation Manager
	Slide 35
	Slide 36: Debug Logging – LogLevel Config
	Slide 37: Debug Logging – File System
	Slide 38: Debug Logging – Application Insights
	Slide 39
	Slide 40
	Slide 41: global.xml
	Slide 42: idp-metadata.xml
	Slide 43: attribute-filter.xml
	Slide 44: default_rules.xml
	Slide 45: logback.xml
	Slide 46: idp.properties
	Slide 47: authn.properties
	Slide 48: server.xml

